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The device Multi-Homing Administration and monitoring control is set by the System Administrator.
The System Administrator can add or modify System settings and monitoring mode. The sub
Administrators can only read System settings but not modify them. In System, the System
Administrator can:

(1) Add and change the sub Administrator's names and passwords;

(2) Back up all Multi-Homing settings into local files;

(3) Set up alerts for Hackers invasion.

What is System?

“System” is the managing of settings such as the privileges of packets that pass through the Multi-
Homing and monitoring controls. Administrators may manage, monitor, and configure Multi-Homing
settings. All configurations are “read-only” for all users other than the Administrator; those users are
not able to change any settings for the Multi-Homing.

The eleven sub functions under System are Admini, Setting, Date/Time, Multiple NAT, Hack Alert,
Route Table, DHCP, DNS Proxy, Dynamic DNS, Logout and Software Update.

Admin: has control of user access to the Multi-Homing. He/she can add/remove users and change
passwords.

Setting: The Administrator may use this function to backup Multi-Homing configurations and export
(save) them to an “Administrator” computer or anywhere on the network; or restore a configuration
file to the device; or restore the Multi-Homing back to default factory settings. Under Setting, the
Administrator may enable e-mail alert notification. This will alert Administrator(s) automatically
whenever the Multi-Homing has experienced unauthorized access or a network hit (hacking or
flooding). Once enabled, an IP address of a SMTP(Simple Mail Transfer protocol) Server is required.
Up to two e-mail addresses can be entered for the alert notifications.

Software Update: Administrators may visit distributor's web site to download the latest firmware.
Administrators may update the device firmware to optimize its performance and keep up with the
latest fixes for intruding attacks.

Date/Time: This function enables the Multi-Homing to be synchronized either with an Internet Server
time or with the client computer’s clock.

Multiple NAT Multiple NAT allows local port to set multiple subnetworks and connect with the
internet through different WAN 1 IP Addresses.

Hack Alert When abnormal conditions occur, the Multi-Homing will send an e-mail alert to notify the
Administrator, and also display warning messages in the Event window of Alarm.

Route Table Use this function to enable the Administrator to add static routes for the networks when
the dynamic route is not efficient enough.

DHCP Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the LAN
(LAN) network.
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DNS Proxy The device’s Administrator may use the DNS Proxy function to make the 10/100M 2
WAN /4 LAN Multi-Homing Dual WAN Firewall Router act as a DNS Server for the LAN and WAN 1/2
network. All DNS requests to a specific Domain Name will be routed to the Multi-Homing’s IP
address. For example, let’'s say an organization has their mail server (i.e., mail.dfl300.com) in the
WAN 1/2 network (i.e.192.168.10.10). The outside Internet world may access the mail server of the
organization easily by its domain name, providing that the Administrator has set up Virtual Server or
Mapped IP settings correctly. However, for the users in the LAN network, their WAN 1/2 DNS server
will assign them a public IP address for the mail server. So for the LAN network to access the mail
server (mail.dfl300.com), they would have to go out to the Internet, then come back through the Multi-
Homing to access the mail server. Essentially, the LAN network is accessing the mail server by a real
public IP address, while the mail server serves their request by a NAT address and not a real one.
This odd situation occurs when there are servers in the WAN 1/2 network and they are bounded to
real IP addresses. To avoid this, set up DNS Proxy so all the LAN network computers will use the
device as a DNS server, which acts as the DNS Proxy.

Dynamic DNS The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP
address to a static hostname, allowing your device to be more easily accessed by specific name. When
this function is enabled, the IP address in Dynamic DNS Server will be automatically updated with the
new IP address provided by ISP

Logout Administrator logs out the Multi-Homing. This function protects your system while you are
away.

Software Update The administrator can update the device’s software with the latest version..



Admin
On the left hand menu, click on Setup, and then select Admin below it. The current list of
Administrator(s) shows up.

Admin

ReadMirite




Settings of the Administration table

Administrator Name: The username of Administrators for the Multi-Homing. The user admin cannot
be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)
The username of the main Administrator is Administrator with read / write privilege.
Sub Admins may be created by the Admin by clicking New Sub Admin. Sub Admins have read

only privilege.

Configure: Click Modify to change the “Sub Administrator's” password and click Remove to delete a
“Sub Administrator.”



Adding a new Sub Administrator

Step 1. In the Admin window, click the New Sub Admin button to create a new Sub Administrator.

Step 2. In the Add New Sub Administrator window:
B Sub Admin Name: enter the username of new Sub Admin.
B Password: enter a password for the new Sub Admin.
B Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the addition.

Sub Admin name [Sub_dmin

Password s
Confirm Password AR

G (@




Changing the Sub-Administrator’s Password

Step 1.

Step 2.

Step 3.

In the Admin window, locate the Administrator name you want to edit, and click on
Modify in the Configure field.

The Modify Administrator Password window will appear. Enter in the required
information:

Password: enter original password.

New Password: enter new password

Confirm Password: enter the new password again.

Click OK to confirm password change or click Cancel to cancel it.

Admin

Sub Admin name - @ub_Admin
Password

New Password

Confirm Password

@ord (@
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Removing a Sub Administrator

Step 1. In the Administration table, locate the Administrator name you want to edit, and click on the
Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear.

Step 3. Click OK to remove that Sub Admin or click Cancel to cancel.

Admin

admin Readi\Write
e

Eoae sl Ry
[CWliplatar

Microsoft Internet Explorer

? ) Dovourssly want to delste
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Settings
The Administrator may use this function to backup Multi-Homing configurations and export (save)
them to an “Administrator” computer or anywhere on the network; or restore a configuration file to
the device; or restore the Multi-Homing back to default factory settings.

Entering the Settings window

Click Setting in the System menu to enter the Settings window. The Multi-Homing Configuration
settings will be shown on the screen.

>

iTo Multi-Home Gat 1ay Packets Log

Enable To Multi-Home Gateway Packets Log
IM LIt Reboot

me Gateway

I Export System Settings to Client @Bauniaad®
Import System Settings from Client [ |[ Browss. ]
{ ex: Multi_Home.conf)
[1 Reset Factory Settings
[hHce O Enable E-mail Alert Notification
[ — Sender Address(Optional) :l
% SMTP Server
DS Uie E-mal Address 1 1
g Tntettace E-mail Address 2
g Podress Mail Test MallTest
i scheauts
~dpey——

Reboot Multi-Home Gateway Appliance

-12 -



Exporting Multi-Homing Dual WAN Firewall Router settings

Step 1. Under Multi-Homing Configuration, click on the Download button next to Export System

Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place in which to
save the exported file. The Administrator may choose to rename the file if preferred.

Export Sy File Download Il\ = E|

(G,

File Download E‘ onf )

9 | VYou are downloading the file:
ot

Ml _Home: conf From 192.168.1.1

Wwould you fike to open the file or save it to your computer? |

C oo ] [ owe ][ ot | (Femiie ] |

[¥] Aliways ask before opening this type of flle

Bpan Dpien Folds Cancel |

To Multi-} Gateway Packets L

Enable To Multi-Home Gateway Packets Log
IMulti-Home Gateway Reboot

Reboot Multi-Home Gateway Appliance (Rabad®

G (e
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Importing Multi-Homing settings

Step 1. Under Multi-Homing Configuration, click on the Browse button next to Import System
Settings. When the Choose File pop-up window appears, select the file to which contains
the saved Multi-Homing Settings, then click OK.

Step 2. Click OK to import the file into the Multi-Homing or click Cancel to cancel importing.

[ Export System Settings to Client €DaWnioad®
Import System Settings from Client [ |[(Browsa__|
{ ex: Multi_Home.conf)
[1 Reset Factory Setfings
[obHePE [ Enable E-malil Alert Notification
[ DNSPoxy Sender Address(Optional)
— SMTP Server ]
g Upckte E-mail Address 1 [ |
g Ttertace E-mail Address 2 |
~d Address Mail Test ValTet
,,,,, = To Multi-Home Gi ay Packets Log

- Fsehedue Enable ulti-Home Gatewéy Packets Log
‘F IMulti-Home Gateway Re

Reboot Multi-Home Gateway Appliance (Rebadd
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Restoring Factory Default Settings
Step 1. Select Reset Factory Settings under Multi-Homing Configuration.
Step 2. Click OK at the bottom-right of the screen to restore the factory settings.

2

viuiti-riome Gateway Configuration -

Export System Settings to Client Bovinioad®

Import System Settings from Client [ |[ Erowse.. ]
{ ex: Muhi_Home.conf )

Setling

Reset Factory Settings

| Enable E-mail Alert Notification
Sender Address(Optional) |:|
SMTP Server
E-mail Address 1
E-mail Address 2
Mail Test Wal[Test

0 Multi-Home Gateway Packets Log
En o Multi-Home Gateway Packets Log

able T

me Gatewa)

Reboot Multi-Home Gateway Appliance W

1

G (e
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Enabling E-mail Alert Notification

Step 1. Select Enable E-mail Alert Notification under E-Mail Settings. This function will enable
the Multi-Homing to send e-mail alerts to the System Administrator when the network is
being attacked by hackers or when emergency conditions occur.

Step 2. SMTP Server IP: Enter SMTP server’s IP address.

Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.

Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification.
(Optional)

Step 5. Click OK on the bottom-right of the screen to enable E-mail alert notification.

Export System Settings to Client (Bovinioad®
Import System Settings from Client | |[(Erawse. |

{ ex: Multi_Home.conf)

[ Reset Factory Settings

IE-mail S et

Enable E-malil Alert Nofification

Sender Address(Optional) |@
SMTP Server |@
E-mail Address 1 [estiatesteom |
E-mail Address 2 |rsti@testoom |
Mail Test

ITo Multi-Home Gateway Packets Log
[1 Enable To Multi-Home Gateway Packets Log

i-Home Gatew:

Reboot Multi-Home Gateway Appliance (Rapag?

- 16 -



To-Multi-Homing Packets Log
Select this option to the device’s To-Multi-Homing Packets Log. Once this function is enabled,
every packet to this appliance will be recorded for system manager to trace.

Multi-Home Gatew: onfiguration =

Export System Settings to Client Dauniaad®

Import System Settings from Client [ |[ Browss. ]
{ ex: Multi_Home.conf)

Setling

[ Reset Factory Settings
[ Enable E-mail Alert Notification
Sender Address(Optional)
SMTP Server
E-mail Address 1
E-mail Address 2

Mail Test Mal[Test

me )

Gate

Reboot MuItI-Home Gateway Appliance @

1
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Multi-Homing Reboot
Select this option to the device’s Multi-Homing Reboot. Once this function is enabled, the Multi-
Homing will be reboot.

Step 1. Click Setting in the Administration menu to enter the settings window.

Step 2. Reboot Multi-Homing: Click Reboot.

Step 3. A confirmation pop-up box will appear.

Step 4. Follow the confirmation pop-up box, click OK to restart Multi-Homing or click Cancel to
discard changes.

[ — Export System Settings to Client €Bownioad®
Import System Settings from Client [ |[ Erowse.. ]
[T o
“ { ex: Multi_Home.conf )
er Alert i [0 Reset Factory Seftings
= l_;|\En;JIeI E!-;'ﬁail Alel Microsoft Internet Explorer EI .
R — Sender Address|( \;p‘) ARk G s
E SMTP Server *‘
— E-mail Address 1| [0t ][ concel |
& iiterace E-mail Address 2 T
B Wail Test
—@ [1 Enable To Multi-Home Gateway Packets Log
@ Reboot Multi-Home Gateway Appliance Bebagd

G (e
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Date/Time
Synchronizing the Multi-Homing with the System Clock

Select this option to synchronize this device’s System clock with the client computer’s clock. This will
allow the logs to be time stamped correctly according to the computer clock time.

Date/Time

System time : Wed May 1 03:06:44 2002

I Enable synchronize with an Internet time Server
Set offset |0 *| hours from GMT _Assist
Server IPiName 0.0.0.0 _hesist

Update system clock every |0 minutes (0 : means not update)

Synchronize system clock with this client @S

@orP (Eaned

Step 1. Click System —Date/Time.
Step 2. Click the down arrow w to select the offset time from GMT.
Step 3. Enter the Server IP Address or Server name with which you want to synchronize.

Step 4. Update system clock every [1 minutes You can set the interval time to synchronize with
outside servers. If you set it to O, it means the device will not synchronize automatically.

Step 5. Synchronize system clock with this client: You can synchronize this Homing Gateway with
this client computer by clicking the Sync button .

Step 6. Click the OK button below to change the setting or click Cancel to discard changes.
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Multiple NAT

Multiple NAT allows local port to set multiple subnetworks and connect with the internet through
different WAN 1 IP Addresses.

For instance : The lease line of a company applies several real IP Addresses 168.85.88.0/24 » and the
company is divided into R&D department, service, sales department, procurement department,
accounting department » the company can distinguish each department by different subneworks for
the purpose of convenient management. The settings are as the following :

1.R&D department subnetwork : 192.168.1.11/24(Internal) €-> 168.85.88.253(WAN 1)

2. Service department subnetwork : 192.168.2.11/24(Internal) <> 168.85.88.252(WAN 1)
3.Sales deparment subnetwork : 192.168.3.11/24(Internal) €-> 168.85.88.251(WAN 1)

4.Procurement department subnetwork 192.168.4.11/24(Internal) <> 168.85.88.250(WAN 1)
5.Accounting department subnetwork 192.168.5.11/24(Internal) €-> 168.85.88.249(WAN 1)

The first department(R&D department) was set while setting interface IP, the other four ones have
to be added in Multiple NAT - after completing the settings, each deparment use the different WAN

IP Address to connect to the internet. The settings of each department are as the following
Service IP Address @ 192.168.2.1

Subnet Mask : 255.255.255.0
Default Gateway : 192.168.2.11
The other departments are also set by groups, this is the function of Multiple NAT.
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Multiple NAT settings

Click Multiple NAT in the System menu to enter Multiple NAT window.

Multiple NAT

192.168.200.101 .'255.255.255.0

61.59.237.106

61.59.237.106 192.168.20.200/ 255.255.255.0
Maltiple NAT 61.69.237.106 192.168.40.221 / 266.266.255.0

Multiple NAT
B Global port interface IP Address : Global port IP Address.
B [ .ocal port interface IP Address : Local port IP Address and subnet Mask.
B Modify - Modify the settings of Multiple NAT. Click Modify to modify the parameters of
Multiple NAT or click Delete to delete settings.
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Add Multiple NAT
Step 1. Click Multiple NAT in the System menu to enter Multiple NAT window.
Step 2. Click the Add button below to add Multiple NAT.

Step 3. Enter the IP Address in the website name column of the new window.
1.1 Global port interface IP Address - Select Global port IP Address.
3.2 Local port interface IP Address - Enter Local port IP Address.
3.3 Subnet Mask - Enter Local port subnet Mask.

Step 4. Click OK to add Multiple NAT or click Cancel to discard changes.

Multiple NAT

WAN Interface IP 61, 68. 237, 106 Assist
iAlias IP of LAN Interface 182, 168.30. 11
Wultiple NAT Netmask |[2%5. 256. 2550

G (@

oy N1 -'.’:ﬁl—‘f
11";'_‘; :
&S
(dmin
[ssig
[oame
| VuliplE AT ]
[T
[ RouteTable
[oHee
e —
[DynemizONS
[Clogot
|
~dntetace
ey

|
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Modify Multiple NAT

Step 1. Click Multiple NAT in the System menu to enter Multiple NAT window.
Step 2. Find the IP Address you want to modify and click Modify
Step 3. Enter the new IP Address in Modify Multiple NAT window.

Step 4. Click the OK button below to change the setting or click Cancel to discard changes.

Multiple NAT

WAN Interface IP 61. 56. 237, 106 Assist
iAlias IP of LAN Interface 182. 168. 20. 200
Multipla NAT. Netmask |I255. 956, 255, 0

o @aneh

e @
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Delete Multiple NAT

Step 1.Click Multiple NAT in the System menu to enter Multiple NAT window.
Step 2.Find the I[P Address you want to delete and click Delete.

Step 3.A confirmaion pop-up box will appear, click OK to delete the setting or click Cancel to discard
changes.

Multiple NAT

61.59.229.108 192.168.10.1 1 255.255.255.0
61.59.229.108 192.168.20.1 1 256.255.255.0
Multiple NAT 61.69.229.108 192.168.30.1 1 255.255.2656.0

Microsoft Internet Explorer E] 2

[CAdmin
E=y
[ —
s
e
[CRsifeTable.
[ —
m \‘.") Da yourealy want to delste?
e
|
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Hacker Alert

The Administrator can enable the device’s auto detect functions in this section. When abnormal
conditions occur, the Multi-Homing will send an e-mail alert to notify the Administrator, and also
display warning messages in the Event window of Alarm.

Hacker Alert

¥ Detect SYN Attack SYN Flood Threshold [200 PkisiSac
¥ Detect ICMP Flood ICMP Flood Threshold [1000 | Pkis/Sec
W Detect UDP Flood UDP Flood Threshold [1000 | Pkis/Sec
F Detect Ping of Death Attack ¥ Detect Tear Drop Attack

V¥ Detect IP Spoofing Attack ¥ Filter IP Route Option

I Detect Port Scan Attack ' Detect Land Attack

o (e

Auto Detect functions
B Detect SYN Attack: Select this option to detect TCP SYN attacks that hackers send to
server computers continuously to block or cut down all the connections of the servers. These
attacks will prevent valid users from connecting to the servers. After enabling this function,
the System Administrator can enter the number of SYN packets per second that is allow to
enter the network/Multi-Homing. Once the SYN packets exceed this limit, the activity will be
logged in Alarm and an email alert is sent to the Administrator. The default SYN flood

threshold is set to 200 Pkts/Sec .

B Detect ICMP Flood: Select this option to detect ICMP flood attacks. When hackers
continuously send PING packets to all the machines of theLAN networks or to the Multi-
Homing, your network is experiencing an ICMP flood attack. This can cause traffic
congestion on the network and slows the network down. After enabling this function, the
System Administrator can enter the number of ICMP packets per second that is allowed to
enter the network/Multi-Homing. Once the ICMP packets exceed this limit, the activity will
be logged in Alarm and an email alert is sent to the Administrator. The default ICMP flood
threshold is set to 1000 Pkts/Sec.

B Detect UDP Flood: Select this option to detect UDP flood attacks. A UDP flood attack is
similar to an ICMP flood attack. After enabling this function, the System Administrator can
enter the number of UDP packets per second that is allow to enter the network/Multi-Homing.
Once the UDP packets exceed this limit, the activity will be logged in Alarm and an email
alert is sent to the Administrator. The default UDP flood threshold is set to 1000 Pkts/Sec .
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B Detect Ping of Death Attack: Select this option to detect the attacks of tremendous trash
data in PING packets that hackers send to cause System malfunction This attack can cause
network speed to slow down, or even make it necessary to restart the computer to get a
normal operation.

B Detect Tear Drop Attack: Select this option to detect tear drop attacks. These are packets
that are segmented to small packets with negative length. Some Systems treat the negative
value as a very large number, and copy enormous data into the System to cause System
damage, such as a shut down or a restart.

B Detect IP Spoofing Attack: Select this option to detect spoof attacks. Hackers disguise
themselves as trusted users of the network in Spoof attacks. They use a fake identity to try
to pass through the Multi-Homing System and invade the network.

B Filter IP Source Route Option: Each IP packet can carry an optional field that specifies the
replying address that can be different from the source address specified in packet’'s header.
Hackers can use this address field on disguised packets to invadeLAN networks and
sendLAN networks’ data back to them.

B Detect Port Scan Attack: Select this option to detect the port scans hackers use to
continuously scan networks on the Internet to detect computers and vulnerable ports that
are opened by those computers.

B Detect Land Attack: Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination port, and when
SYN on the TCP header is
marked. Enable this function to detect such abnormal packets.

B Default Packet Deny: Denies all packets from passing the Multi-Homing. A packet can pass
only when there is a policy that allows it to pass.

After enabling the needed detect functions, click OK to activate the changes.
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Route Table

In this section, the Administrator can add static routes for the networks.

Entering the Route Table screen

Click System on the left side menu bar, then click Route Table below it. The Route Table window
appears, in which current route settings are shown.

Route Table
interace. | -

[ LAN | 1921681.0/2552652550 | 192.168.200.100 | Remeis] |

GEmER»

- =

Route Table functions

Interface: Destination network , LAN or WAN 1 networks.
Destination IP: IP address of destination network.

NetMask: Netmask of destination network.

Gateway: Gateway IP address for connecting to destination network.

Configure: Change settings in the route table.
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Adding a new Static Route
Step 1. In the Route Table window, click the New Entry button.
Step 2. In the Add New Static Route window, enter new static route information.

Step 3. In the Interface field’s pull-down menu, choose the network to connect (Internal, WAN 1 or
WAN 2).

Step 4. Click OK to add the new static route or click Cancel to cancel.

Route Table

Destination [P 182, 168, 1.0
Netmask 2585, 266, 256, 0
Gateway 182, 168, 200, 100
Interface LAN ¥

Go @anh
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Modifying a Static Route:

Step 1. In the Route Table menu, find the route to edit and click the corresponding Modify option in
the Configure field.

Step 2. In the Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.

Route Table

i3

Destination P 182, 168, 1.0
Netmask 2585, 255, 256, 0
Gateway 182. 168, 200, 100
Interface LAN ¥

Routs Table

o Eanh

| ; oy
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Removing a Static Route

Step 1. In the Route Table window, find the route to remove and click the corresponding Remove
option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to confirm removing or click Cancel to
cancel it.

Route Table

) 192.168.200.0/266.266.2560 | 192.168.1.200 |
Es
[CoEETme
N L
Microsoft Internet Explorer E|
“ :.:) Do youteally want to deleke?
S
ESbepie
-
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DHCP

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings
for the LAN (LAN) network.

Entering the DHCP window

Step 1. Click System on the left hand side menu bar, then click DHCP below it. The DHCP window

appears in which current DHCP settings are shown on the screen.

DHCP

Subnet 192.168.2000 Netmask 255.2566.256.0
Gateway 192.168.200.1 Broadcast 192.168.200.255

¥ Enable DHCP Support

Domain Name Multihone. con
Domain Name Server 192, 168, 200, 1
ClientIP Range 1 192, 168.200. 2 To [e2. 168, 200. 100
Client IP Range 2 192, 168, 200, 200 To 102, 168. 200. 254
Lease Time 24 hours
Addr Ea (Eanc)
|

Dynamic IP Address functions

Subnet :LAN network’s subnet

NetMask :LAN network’s netmask
Gateway:LAN network’s gateway IP address
Broadcast:LAN network’s broadcast IP address
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Enabling DHCP Support

Step 1.
Step 2.

Step 3.
Step 4.
Step 5.

Step 6.

In the Dynamic IP Address window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of theLAN network domain if
preferred.

Domain Name Server: Enter in the IP address of the DNS Server to be assigned to theLAN
network.

Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.

Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Click OK to enable DHCP support.

DHCP

Subnet 192.168.200.0  Netmask 255 255.255.0
Gateway 1921682001 Broadcast 192.168.200.255

 Enable DHCP Support

Domain Name [ltinone.con

Domain Name Server [toz tes. 2001

ClientIP Range 1 [fez 68 200. 2 | To [t82. 168, 200, 100
Client IP Range 2 [T92. 168, 200, 200 To [t52. 168, 200. 254
Lease Time |54— hours
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DNS-Proxy

The device’s Administrator may use the DNS Proxy function to make the 10/100M 2 WAN /4 LAN
Multi-Homing Dual WAN Firewall Router act as a DNS Server for the LAN and WAN 1/2 network. All
DNS requests to a specific Domain Name will be routed to the Multi-Homing’s IP address. For
example, let’s say an organization has their mail server (i.e., mail.dfl300.com) in the WAN 1/2 network
(i..192.168.10.10). The outside Internet world may access the mail server of the organization easily
by its domain name, providing that the Administrator has set up Virtual Server or Mapped IP settings
correctly. However, for the users in the LAN network, their WAN 1/2 DNS server will assign them a
public IP address for the mail server. So for the LAN network to access the mail server
(mail.dfI300.com), they would have to go out to the Internet, then come back through the Multi-
Homing to access the mail server. Essentially, the LAN network is accessing the mail server by a real
public IP address, while the mail server serves their request by a NAT address and not a real one.
This odd situation occurs when there are servers in the WAN 1/2 network and they are bounded to
real IP addresses. To avoid this, set up DNS Proxy so all the LAN network computers will use the
device as a DNS server, which acts as the DNS Proxy.

If you want to use the DNS Proxy function of the device, the end user’s main DNS server IP
address should be the same IP Address as the device.

Entering the DNS Proxy window
Click on System in the menu bar, then click on DNS Proxy below it. The DNS Proxy window will
appear.

DNS Proxy

mail.com 192.168.200.3 Wil | Remote)

e

Below is the information needed for setting up the DNS Proxy:

e Domain Name: The domain name of the server
e Virtual IP Address: The virtual IP address respective to DNS Proxy
e Configure: modify or remove each DNS Proxy policy
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Adding a new DNS Proxy
Step 1: Click on the New Entry button and the Add New DNS Proxy window will appear.

Step 2: Fill in the appropriate settings for the domain name and virtual IP address.
Step 3: Click OK to save the policy or Cancel to cancel.

DNS Proxy

o Admin Domain Name mail. com
“_ irtual IP Address 192. 168. 200. 3
asornes o
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Modifying a DNS Proxy

Step 1: In the DNS Proxy window, find the policy to be modified and click the corresponding Modify
option in the Configure field.

Step 2: Make the necessary changes needed.

Step 3: Click OK to save changes or click on Cancel to cancel modifications.

DNS Proxy

[ oAdpin Domain Name mail. com
EEm -

[ oDEETme irtual IP Address 192. 168. 200. 3
[

[RsuteTable.

e

[BynamDNS

[ ]

[ Spftware Update.
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Removing a DNS Proxy
Step 1: In the DNS Proxy window, find the policy to be removed and click the corresponding

Remove option in the Configure field.
Step 2: A confirmation pop-up box will appear, click OK to remove the DNS Proxy or click Cancel.

DNS Proxy

[ mail.com | 192168.0.110.

Microsoft Internet Explorer “g|

? ) o yourealy want to delete?
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Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address to a
static hostname, allowing your device to be more easily accessed by specific name. When this
function is enabled, the IP address in Dynamic DNS Server will be automatically updated with the
new IP address provided by ISP.

Click Dynamic DNS in the System menu to enter Dynamic DNS window.
1.  The nouns in Dynamic DNS window :
B | : Update Status [ f'ff'C0nnecting; @Update succeed; ﬁUpdate fail; & Unidentified
error ]
B Domain name : Enter the password provided by ISP.
B WAN IP Address : TP Address of the WAN port.
B Modify : Modify dynamic DNS settings. Click Modify to change the DNS parameters;
click Delete to delete the settings.
2. How to use dynamic DNS :

The Multi-Homing provides 3 service providers, users have to regidter first to use this
function. For the usage regulations, see the providers’ websites.
How to register : First, Click Dynamic DNS in the System menu to enter Dynamic DNS window,
then click Add button > on the right side of the service providers, click Register, the service
peroviders’ website will appear, please refer to the website for the way of registration.

Dynamic DNS

CE|

ferio.dyndns.org 61.59.228.25 Hedil  |Remavel

Ml GHEwEID
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Dynamic DNS settings

Step 1: Click Dynamic DNS in the System menu to enter Dynamic DNS window.

Step 2: Click Add button.

Step 3: Click the information in the column of the new window.

Service providers : Select service providers.

Register : to the service providers’ website.

WAN IP Address : IP Address of the WAN port.

0] automatically fill in the WAN 1/2 IP : Check to automatically fill in the WAN
1/21P. -

User Name : Enter the registered user name.

Password : Enter the password provided by ISP(Internet Service Provider).

Domain name : Your host domain name provided by ISP.

Step 4: Click OK to add dynamic DNS or click Cancel to discard changes.

Dynamic DNS

Service Provider : DyrDNS (v, dymavs. ore) [ U 5.4 ] [*lsian un

External IP: 1. 59. 228, 25 ¥ Automatically m
User Name : [ferio
Password : kb hk
Domain Name: ferio . |dmdns.orz +]
@ @R
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Modify dynamic DNS

Step 1: Click Dynamic DNS in the System menu to enter Dynamic DNS window.

Step 2: Find the item you want to change and click Modify.

Step 3: Enter the new information in the Modify Dynamic DNS window.

Step 4: Click OK to change the settings or click Cancel to discard changes.

ify Dynamic.DNS

Dynamic DNS

Service Provider .

DyrDNS (www, dyndns. org) [ 0. 5.4, ] *lsianus
External IP: 1. 69. 228, 25 P Automatically [vant =]
User Name : [ferio
Password : T
Domain Name: ferio ) dyndns. org |
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Delete Dynamic DNS

Step 1: Click Dynamic DNS in the System menu to enter Dynamic DNS window.
Step 2: Find the item you want to change and click Delete.

Step 3: A confirmation pop-up box will appear, click OK to delete the settings or click Cancel to
discard changes.

Dynamic DNS

e Domain M: 1{ al
(=] ferio.dyndns.org | 15922008 | |

>

Microsoft Internet Explorer “g|

v,
) I

? ) o yourealy want to delete?

i

- 40 -



Logout
Select this option to the device’s Logout the Multi-Homing. This function protects your
system while you are away.

Step 1. Click Logout the Multi-Homing.
Step 2. Click OK to logout or click Cancel to discard the change.

2

Microsoft Internel Explorer [z‘

\_‘p Da yau realy want to Lagaut?

[

L EEEELL D)
(L
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Software Update

Under Software Update, the admin may update the device’s software with a newer software.

Software Update

T T—
[
[ ssting
[T
[MEEEENAT
[T
RS
[BHeE
[ DNSPoxy
[ Djramie NS
[Clogsut

&l

Veréioﬁ VNumeer z v0.09

Software Update [ [ Browse.. ]
{ ex: Generic_Mh200_000900.img )

G @
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In this section, the Administrator can set up the IP addresses for the office network. The
Administrator may configure the IP addresses of the LAN network, the WAN 1 network, and the WAN

2 network. The netmask and gateway IP addresses are also configured in this section.
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LAN

Entering the Interface menu:

Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the
interface addresses will appear on the screen.

LAN

ﬂ-ﬁ, ;ﬁm 1 { c
S i e » IP Address 162. 168. 200. 1

LAN ) Netmask 255, 256, 265. 0

| - Adiress— Enable ¥ Ping " WebUl
s
~dSahadiie— - D

Configuring the Interface Settings

Internal Interface
Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a
private IP scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of the Multi-Homing’s LAN network is the IP address of the LAN
port of the device. The default IP address is 192.168.1.1.

If the new LAN IP Address is not 192.168.1.1, the Administrator needs to set the IP Address on the computer
to be on the same subnet as the Multi-Homing and restart the System to make the new IP address effective. For
example, if the Multi-Homing’'s new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address
172.16.0.1 in the URL field of browser to connect to Multi-Homing.

NetMask: This is the netmask of the LAN network. The default netmask of the device is
255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Multi-Homing. If set to
enable, the device will respond to ping packets from the LAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the LAN network.
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WAN

Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the
interface addresses will appear on the screen.

WAN

~drsystem Balance Mode : [EXGWN =
-0 Ifeiface
1 Dynamic [P [192.168.1.79 e @|ov] HEED | |-
2 Dynamic IP 1B @|ov| BEEEl | 2]

Balance Mode :

Auto: The Multi-Homing distributes the WAN 1/2 download by proportion automatically according to
the WAN download bandwidth. (For users who are using various download bandwidth.)

Round-Robin: The Multi-Homing distributes the WAN 1/2 download bandwidth 1:1, in other words,
it selects the agent by order. (For users who are using same download bandwidths.)

By Session: The Multi-Homing distributes the WAN 1/2 download bandwidth by session. (For users
who are connected to the Internet via a fixed WAN IP address.

WAN No: Set the WAN 1/2 order.

Connect Mode: Display the current connection mode: PPPoE, Dynamic IP Address (Cable Modem User)
or Static IP Address.

IP Address: Display the current WAN IP Address.

Saturated Connections: Set the number for saturation whenever session numbers reach it, the Multi-
Homing switches to the next agent on the list. This function is only applicable for By Session mode.

Enable: Display Ping/WebUI functions of WAN 1/2 to show if they are enabled or disabled.
Configure: Click Modify to modify WAN 1/2 settings.
Priority: Set priority of WAN 1/2 for Internet Access.
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WAN 1 Interface

Using the WAN 1 Interface, the Administrator sets up the WAN 1 network. These IP Addresses are
real public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoE users who are required to enter a username and
password in order to connect, such as ADSL users.

Current Status: Displays the current line status of the PPPoE connection.
IP Address: Displays the IP Address of the PPPoE connection
Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to
you by your ISP.
Service-On-Demand:
Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle

time (no activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you
do not want the PPPoE connection to disconnect at all.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing. This
will allow people from the Internet to be able to ping the Multi-Homing. If set to enable, the
device will respond to echo request packets from the WAN 1 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This

will allow the WebUI to be configured from a user on the Internet. Keep in mind that the
device always requires a username and password to enter the WebUI.

For Dynamic IP_Address (Cable Modem User): This option is for users who are automatically
assigned an IP address by their ISP, such as cable modem users. The following fields apply:
IP Address: The dynamic IP address obtained by the Multi-Homing from the ISP will be
displayed here. This is the IP address of the WAN 1 (WAN) port of the device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP assign a
specific hostname in order to connect to their network. Please enter the hostname here. If
not required by your ISP, you do not have to enter a hostname.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing. This

will allow people from the Internet to be able to ping the Multi-Homing. If set to enable, the
device will respond to echo request packets from the WAN 1 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This
will allow the WebUI to be configured from a user on the Internet. Keep in mind that the
device always requires a username and password to enter the WebUI.
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For Static IP_Address: This option is for users who are assigned a static IP Address from their ISP.
Your ISP will provide all the information needed for this section such as IP Address, Netmask,
Gateway, and DNS. Use this option also if you have more than one public IP Address assigned to
you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public
IP address of the WAN 1 port of the device.

Netmask: This will be the Netmask of the WAN 1 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.
Domain Name Server (DNS): This is the IP Address of the DNS server.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing.
This will allow people from the Internet to be able to ping the Multi-Homing. If set to enable,
the device will respond to echo request packets from the WAN 1 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This
will allow the WebUI to be configured from a user on the Internet. Keep in mind that the
device always requires a username and password to enter the WebUI.

WAN

Alive Indicator Site IP or URL : |16895.1.1 Assigt
Wait |1_ seconds between sending each packet. (0 : means not checking)

 PPPoE (ADSL Usenr)
© Dynamic IP Address (Cable Modem User)
C Static IP Address

IP Address 192.168.1.79 (Rene®
MAC Address 00:e0:98:95 dz:3a CReleas®
Hostname |

Domain Name |

Downstream Max Bandwidth |512 Kbps

Upstream Max Bandwidth |64 Kbps

Enable [ Ping M WebUI

@@ @@=
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WAN 2 Interface
Using the WAN 2 Interface, the Administrator sets up the WAN 2 network. These IP Addresses are
real public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoE users who are required to enter a username and
password in order to connect, such as ADSL users.

Current Status: Displays the current line status of the PPPoE connection.
IP Address: Displays the IP Address of the PPPoE connection
Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to
you by your ISP.

Service-On-Demand:
Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle
time (no activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you
do not want the PPPoE connection to disconnect at all.
Ping: Select this to allow the WAN 2 network to ping the IP Address of the Multi-Homing. This

will allow people from the Internet to be able to ping the Multi-Homing. If set to enable, the
device will respond to echo request packets from the WAN 2 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 2 network. This
will allow the WebUI to be configured from a user on the Internet. Keep in mind that the
device always requires a username and password to enter the WebUI.

For Dynamic IP_Address (Cable Modem User): This option is for users who are automatically
assigned an IP address by their ISP, such as cable modem users. The following fields apply:
IP Address: The dynamic IP address obtained by the Multi-Homing from the ISP will be
displayed here. This is the IP address of the WAN 2 port of the device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP assign a
specific hostname in order to connect to their network. Please enter the hosthame here. If
not required by your ISP, you do not have to enter a hostname.

Ping: Select this to allow the WAN 2 network to ping the IP Address of the Multi-Homing. This
will allow people from the Internet to be able to ping the Multi-Homing. If set to enable, the
device will respond to echo request packets from the WAN 2 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 2 network. This
will allow the WebUI to be configured from a user on the Internet. Keep in mind that the
device always requires a username and password to enter the WebUI.
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For Static IP_Address: This option is for users who are assigned a static IP Address from their ISP.

Your ISP will provide all the information needed for this section such as IP Address, Netmask,
Gateway, and DNS. Use this option also if you have more than one public IP Address assigned to

you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public
IP address of the WAN 2 port of the device.

Netmask: This will be the Netmask of the WAN 2 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.
Domain Name Server (DNS): This is the IP Address of the DNS server.

Ping: Select this to allow the WAN 2 network to ping the IP Address of the Multi-Homing.
This will allow people from the Internet to be able to ping the Multi-Homing. If set to enable,
the device will respond to echo request packets from the WAN 2 network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN 2 network. This
will allow the WebUI to be configured from a user on the Internet. Keep in mind that the
device always requires a username and password to enter the WebUI.

WAN
T

Alive Indicator Site IP or URL : [l5895.L1 Assist

Wait ll_ seconds between sending each packet. (0 : means not checking)

¢ PPPoE (ADSL User)
@ Dynamic IP Address (Cable Modem User)
¢ Static IP Address

IP Address 0.0.0.0 (Rare
MAC Address [ooe0:58:55:d:50 CRalgased
Hostname l—

Domain Name l—

Downstream Max Bandwidth 512 Kbps

Upstream Max Bandwiclth lﬁd_ Kbps

Enable F Ping F WebUl

@ @@ .
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The 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router allows the Administrator to set
Interface addresses of the LAN network, LAN network group, WAN 1/2 network, WAN 1/2 group.

What is the Address Table?

An IP address in the Address Table can be an address of a computer or a sub network. The
Administrator can assign an easily recognized name to an IP address. Based on the network it
belongs to, an IP address can be an LAN IP address, WAN1/2 IP address . If the Administrator needs
to create a control policy for packets of different IP addresses, he can first add a new group in the
LAN Network Group or the WAN 1/2 Network Group and assign those IP addresses into the newly
created group. Using group addresses can greatly simplify the process of building control policies.
With easily recognized names of IP addresses and names of address groups shown in the address
table, the Administrator can use these names as the source address or destination address of control
policies. The address table should be built before creating control policies, so that the Administrator
can pick the names of correct IP addresses from the address table when setting up control policies.
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LAN

Entering the LAN window

Step 1. Click LAN under the Address menu to enter the LAN window. The current setting
information such as the name of the LAN network, IP and Netmask addresses will show on
the screen.
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Adding a new LAN Address
Step 1. In the LAN window, click the New Entry button.

Step 2. In the Add New Address window, enter the settings of a new LAN network address.

Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.

Name 001

IP Address [fo.168.200.1
Netmask 266. 265, 266. 265
MAC Address [00:00:0-:22:33:66
”l? Get static IP address from DHCP Server.

P GP
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Modifying an LAN Address

Step 1. In the LAN window, locate the name of the network to be modified. Click the Modify option
in its corresponding Configure field. The Modify Address window appears on the screen

immediately.

Step 2. In the Modify Address window, fill in the new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.

LAN

Name

T

IP Address

182. 168. 200. 1

Netmask

255, 256, 266, 255

MAC Address

00:00: De:22: 33: 66

”l? Get static IP address from DHCP Server.

-54 -

Eod (eancd



Removing an LAN Address
Step 1. In the LAN window, locate the name of the network to be removed. Click the Remove option
in its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to
discard changes.

eame 1 INEUTIaS] AL AUUIRSS L e
Inside_Any 00000000 70t | |
!

001 192.168.200,1/255 255,255 255 00:00:00:22:3156 LMEAH Remore)

\_ZJ Do you really wank to delete?

T |
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LAN Group

Entering the LAN Group window

The LAN Addresses may be combined together to become a group.

Click LAN Group under the Address menu to enter the LAN Group window. The current setting
information for the LAN network group appears on the screen.

LAN Group

Adding an LAN Group

Step 1. In the LAN Group window, click the New Entry button to enter the Add New Address
Group window.
Step 2. In the Add New Address Group window:
B Available Address: list the names of all the members of the LAN network.
B Selected Address: list the names to be assigned to the new group.
] Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available Address list, and click the Add>>
button to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the
<<Remove button to remove these members from Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.

LAN Group

Name: LAH Group

¢ — Awailable address —> ¢ —— Selected address —>
001

@ Eand
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Modifying an LAN Group

Step 1. In the LAN Group window, locate the network group desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2. A window displaying the information of the selected group appears:
B Available Address: list names of all members of the LAN network.
B Selected Address: list names of members which have been assigned to this group.

Step 3. Add members: Select names in Available Address list, and click the Add>> button to add
them to the Selected Address list.

Step 4. Remove members: Select names in the Selected Address list, and click the <<Remove
button to remove these members from the Selected Address list.

Step 5. Click OK to save changes or click Cancel to discard changes.

LAN Group

"G ﬁ, ﬁﬁ, = Name: LAN_Group
-Fﬁ'd’dfaﬁs "
LAN Gmup | & —= hvailable address ——» < -— Selected address ——>
ool 001
w0 002 002

-57-



Removing an LAN Group
Step 1. In the LAN Group window, locate the group to be removed and click its corresponding
Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to
discard changes.

WAN Group

www.yahoo.com, www. kima.com.tw

\2) oovouresty wert to dolte?

Ce ) (Comat )
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WAN

Entering the WAN window
Click WAN under the Address menu to enter the WAN window. The current setting information, such
as the name of the WAN network, IP and Netmask addresses will show on the screen.

s

P/ Netmask:
0.0.0.0/0.0.0.0

GiewEnir®

” Outside_Any H
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Adding a new WAN Address
Step 1. In the WAN window, click the New Entry button.
Step 2. In the Add New Address window, enter the settings for a new WAN network address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.

i Name wry, yahoo, con
IP Address 61,218, 71. 89
”Netmask ‘jzss. 265. 255, 255

GO (@
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Modifying an WAN Address

Step 1.

Step 2.

Step 3.

In the WAN table, locate the name of the network to be modified and click the Modify
option in its corresponding Configure field.

The Modify Address window will appear on the screen immediately. In the Modify
Address window, fill in new addresses.

Click OK to save changes or click Cancel to discard changes.

WAN

Name v, yahoo, com

IP Address 61.218. 71,89

”Netmask 2585, 266, 255, 256

G @
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Removing an WAN Address
Step 1. In the WAN table, locate the name of the network to be removed and click the Remove
option in its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to
discard changes.

WAN

Outside_Any 00000000
wwwe.yahoo.com 61.210.71.00/255 255 255 255 e
hwrwrws Kimo,com,tw 61.222.254.137/255 255255 255 m ﬂ_

,j:) Do you really wark to delete?

I

L
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WAN Group

Entering the WAN Group window
Click the WAN Group under the Address menu bar to enter the WAN window. The current settings

for the WAN network group(s) will appear on the screen.
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Adding an WAN Group
Step 1. In the WAN Group window, click the New Entry button and the Add New Address Group
window will appear.

Step 2. In the Add New Address Group window the following fields will appear:
B Name: enter the name of the new group.
B Available Address: List the names of all the members of the WAN network.
B Selected Address: List the names to assign to the new group.

Step 3. Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select the names to be removed in the Selected Address list, and
click the <<Remove button to remove them from the Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.

_ WAN Group

W‘ MName: WAN Group
I-F.A’d’@?_3= =
[aw

[ LANGrRU

|
— \‘—j < — hvailable address ——3 & —— Selected address —>
|
WAN G

. ww, ahao, com
WAN Group

~fseic——
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Editing an WAN Group
Step 1. In the WAN Group window, locate the network group to be modified and click its
corresponding Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:
B Available Address: list the names of all the members of the WAN network.
B Selected Address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select the names to be removed in the Selected Address list, and
click the <<Remove button to remove them from the Selected Address list.

Step 5. Click OK to save changes or click Cancel to discard changes.

WAN Group

~diinterface— Name: Ve ep

v T —— Ivailable address — T Selected address — b
. yahoo. con wnw, koo, com
I . imo. com, t . rimo. com, tu
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Removing an WAN Group

Step 1. In the WAN Group window, locate the group to be removed and click its corresponding
Modify option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to
discard changes.

WAN Group

www.yahoo.com, www. kima.com.tw

\b Do you resly want to delats?

&Sy
. SER—
&
-
[N Gow
e
T
. RR—
& ot Fary
| S
&g
~Fmam
&
. S

- 66 -



Service

In this section, network services are defined and new network services can be added. There are
three sub menus under Service which are: Pre-defined, Custom, and Group. The Administrator
can simply follow the instructions below to define the protocols and port numbers for network
communication applications. Users then can connect to servers and other computers through these
available network services.

What is Service?

TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or
UDP port number, such as TELNET(23), SMTP(21), POP3(110),etc. The 10/100M 2 WAN /4 LAN
Multi-Homing Dual WAN Firewall Router defines two services: pre-defined service and custom
service. The common-use services like TCP and UDP are defined in the pre-defined service and
cannot be modified or removed. In the custom menu, users can define other TCP port and UDP port
numbers that are not in the pre-defined menu according to their needs. When defining custom
services, the client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.

How do I use Service?

The Administrator can add new service group names in the Group option under Service menu, and
assign desired services into that new group. Using service group the Administrator can simplify the
processes of setting up control policies. For example, there are 10 different computers that want to
access 5 different services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without the
help of service groups, the Administrator needs to set up 50 (10x5) control policies, but by applying
all 5 services to a single group name in the service field, it takes only one control policy to achieve
the same effect as the 50 control policies.
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Pre-defined

Entering a Pre-defined window

Click Service on the menu bar on the left side of the window. Click Pre-defined under it. A window
will appear with a list of services and their associated IP addresses. This list cannot be modified.

Pre-defined

A L) *rcp NP (143) [EEE rors (um  [EEE e 23
TCP
BTl arpovestcr PPIP (1723) | TFIP (69}

(5a8) InterLocator (389)

Frce ] =
él%\ Sl | TRC (G6E0-6669) ‘ T e RS ||Em Tracerouts (3 11)

EGE (179} L2TP (1701) B rIr (520 |EEE UDF-ANY (dny)

BEE prs (53) TcP LDiP (383) TCP FLOGIN (513) |EEE HUCE (540}
NetMasting — " VBO-Liwe (7000~

L) FINGER (79) e oY ENTR (25) e

FIP (20-21) |(OBT WS (113) |CEE swe (s EER vers e

Qe GOPHER (70} | WNIE (119) | SSH (22) | VINFRAME (1494)

F-Windows (8000~
6063)

MSH (1863}

R HITP (B0) (UDP Bk |EEE SYSLOG (H14)

HITPS (443 % Ressoiunce RG3 ||m TALK (517-518)

e [O5F Brela R ros e |For B
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Entering the Custom window
Click Service on the menu bar on the left side of the window. Click Custom under it. A window will
appear with a table showing all services currently defined by the Administrator.

Custom

4661:4665

| Tl (i) |
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Adding a new Service

Step 1 In the Custom window, click the New Entry button and a new service table appears.

Step 2 In the new service table:

Service NAME : ortr

# Protocol Client Port Server Port
1 & TCP ¢ UDP C Other | 4e61 - [dees fest - Jaess
2 C TCP & UDP C Other im deer  ; [dees Peer ;[
3 & TCP © UDP C Other [ EERFN o O
4 & TCP ¢ UDP C Other ¢ 1024 - [e5s3s 0 - o

5 & TCP ¢ UDP C Other [¢ 1024 - [5ssas o - o

5 & TCP © UDP C Other [ RN o O
id & TCP © UDP C Other [ at | femses o O
8 & TCP ¢ UDP C Other | EENES B [

o &

B New Service Name: This will be the name referencing the new service.

B Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please
enter the number for the protocol type).

B Client Port: enter the range of port number of new clients.

B Server Port: enter the range of port number of new servers.

The client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.

Step 3 Click OK to add new services, or click Cancel to cancel.
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Modifying Custom Services

Step 1.

Step 2.
Step 3.

Step 4.

In the Custom table, locate the name of the service to be modified. Click its corresponding
Modify option in the Configure field.

A table showing the current settings of the selected service appears on the screen
Enter the new values.

Click OK to accept editing; or click Cancel.

Custom

"F Service NAME : Dorker
g Adoress # Protocol Client Port Server Port
e 1 & TCP  UDP C Other [ dee1 : [dees feer - fees
PR 2 © TCP & UDP C Other [T _ Feer : [fees et - s
3 @ TCP ¢ UDP C Other f EEREN o o
[ 4 & TCP C UDP C Other EEREN g g
i soeque 5| @ TCP C UDP C OtherF =R T F
B 6 @ TCP C UDP C Other ERE g P
B ] 7] & TCP C UDP C OtherF o e 5 .
E ; 7 8 @ TCP C UDP C Other F [ : s F :F

o @
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Removing Custom Services

Step 1. In the Custom window, locate the service to be removed. Click its corresponding Remove
option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the selected service or click
Cancel to cancel action.

EE— cuson N

I ”l.ﬂo.nl:.y. _1 e 1 .' A661:4665 i D as-stﬁa;is ﬂﬁ m |

?) Do you realy want to delete?

o ] (o ]
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Group

Accessing the Group window
Click Service in the menu bar on the left hand side of the window. Click Group under it. A window

will appear with a table displaying current service group settings set by the Administrator.

Group

[ Servich, Grbip | AFPoverTCP AL BGP.. I ' Rean |
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Adding Service Groups

Step 1. In the Group window, click the New Entry button.
In the Add Service Group window, the following fields will appear:
B Available Services: list all the available services.
B Selected Services: list services to be assigned to the new group.
Step 2. Enter the new group name in the group Name field. This will be the name referencing the
created group.

Step 4. To add new services: Select the services desired to be added in the Available Services
list and then click the Add>> button to add them to the group.

Step 5. To remove services: Select services desired to be removed in the Available Services, and
then click the <<Remove button to remove them from the group.

Step 6. Click OK to add the new group.

 Frseemn—— TP porm— | vcx
.

-
@ @Eaned
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Modifying Service Groups

Step 1. In the Group window, locate the service group to be edited. Click its corresponding Modify

option in the Configure field.

Step 2. In the Mod (modify) group window the following fields are displayed::

B Available Services: lists all the available services.

B Selected Services: list services that have been assigned to the selected group.

Step 3. Add new services: Select services in the Available Services list, and then click the Add>>

button to add them to the group.

Step 4. Remove services: Select services to be removed in the Selected Services list, and then

click the <<Remove button to remove theses services from the group.

Step 5. Click OK to save editing changes.
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Removing Service Groups

Step 1. In the Group window, locate the service group to be removed and click its corresponding
Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the selected service group or
click Cancel to cancel removing.

EE  cor

l Smdcl_ﬁmur |

AFPoverTCP AOL BGP... | LG Romore] |
@hswEnY

Microsoft Internet Explorer [

2 ooyouresty wantto deite?

o J[ ot ]

o
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The 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router allows the Administrator to
configure a schedule for policies to take affect. By creating a schedule, the Administrator is allowing
the Multi-Homing policies to be used at those designated times only. Any activities outside of the
scheduled time slot will not follow the Multi-Homing policies therefore will likely not be permitted to
pass through the Multi-Homing. The Administrator can configure the start time and stop time, as well
as creating 2 different time periods in a day. For example, an organization may only want the Multi-
Homing to allow the LAN network users to access the Internet during work hours. Therefore, the
Administrator may create a schedule to allow the Multi-Homing to work Monday-Friday, 8AM-5PM
only. During the non-work hours, the Multi-Homing will not allow Internet access.

Accessing the Schedule window

Click on Schedule on the menu bar and the schedule window will appear displaying the active
schedules.

The following items are displayed in this window:
Name: the name assigned to the schedule
Comment: a short comment describing the schedule
Configure: modify or remove
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Adding a new Schedule

Step 1: Click on the New Entry button and the Add New Schedule window will appear.

Step 2:

Schedule Name: Fill in a name for the new schedule.
Period 1: Configure the start and stop time for the days of the week that the schedule will be

active.

Step 3: Click Ok to save the new schedule or click Cancel to cancel adding the new schedule.

Schedule

-78 -

Schedule Name frest
Period
ALY Start Time Stop Time
Monday 411 day =] 411 day ~|
Tuesday 00:00 | 03:30 -
Wednesday. 411 day = A11 day |
Thursday Disable =] Disabls ~|
Friday i1l day ¥ 411 day ~|
Saturday 411 day v 411 day ~|
Sunday Disable = Disahle =
@



Modifying a Schedule

Step 1: In the Schedule window, find the policy to be modified and click the corresponding Modify
option in the Configure field.

Step 2: Make needed changes.

Step 3: Click OK to save changes.

Schedule

Schedule Name fest
Period

ALLELY Start Time Stop Time

Monday ALl day =] 411 day v

Tuesday 00:00 =] 03:30 =]

Wednesday. 411 day = Al1 day x|

Thursday Disable = Disable |

Friday AL day =] 411 day ~|

Saturday 411 day | AL day =

Sunday Disable =] Disahls |
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Removing a Schedule

Step 1: In the Schedule window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2: A confirmation pop-up box will appear, click on OK to remove the schedule.

Schedule

I [ test I ) |
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This section provides the Administrator with facilities to sent control policies for packets with different
source |IP addresses, source ports, destination IP addresses, and destination ports. Control policies
decide whether packets from different network objects, network services, and applications are able to
pass through the Multi-Homing.

What is Policy?

The device uses policies to filter packets. The policy settings are: source address, destination
address, services, permission, packet log, packet statistics, and flow alarm. Based on its source
addresses, a packet can be categorized into:

(1). Outgoing: a client is in the LAN networks while a server is in the WAN 1/2 networks.

(2) Incoming, a client is in the WAN 1/2 networks, while a server is in the LAN networks.

How do I use Policy?

The policy settings are source addresses, destination addresses, services, permission, log, statistics,
and flow alarm. Among them, source addresses, destination addresses and IP mapping addresses
have to be defined in the Address menu in advance. Services can be used directly in setting up
policies, if they are in the Pre-defined Service menu. Custom services need to be defined in the
Custom menu before they can be used in the policy settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server address,
then the address has to be defined in the Virtual Server section instead of the Address section.

Policy Directions:

Step 1. In Address, set names and addresses of
source networks and destination networks.

Step 2. In Service, set services.

Step 3. In Virtual Server, set names and addresses

of mapped IP or virtual server (only applied to
Incoming policies).

Step 4. Set control policies in Policy
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Outgoing
This section describes steps to create policies for packets and services from the LAN network to the
WAN 1/2 network.

Entering the Outgoing window:

Click Policy on the left hand side menu bar, then click Outgoing under it. A window will appear with
a table displaying currently defined Outgoing policies.

Qutgoing

Inside_Any Ouiside_Any ANY [+3 H " H ISEHIR |Remava) To ,E

The fields in the Outgoing window are:

B Source: source network addresses that are specified in the LAN section of Address menu,
or all the LAN network addresses.

B Destination: destination network addresses that are specified in the WAN section of the
Address menu, or all of the WAN network addresses.

B Service: specify services provided by WAN network servers.

B Action: control actions to permit or reject/deny packets from LAN networks to WAN 1/2
network travelling through the Multi-Homing.

B Option: specify the monitoring functions on packets from LAN networks to WAN 1/2
networks travelling through the Multi-Homing.

B Configure: modify settings.

B Move: this sets the priority of the policies, number 1 being the highest priority.
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Adding a new Qutgoing Policy
Step 1: Click on the New Entry button and the Add New Policy window will appear.

Qutgoing

~dEtertace Source Address Inside_kny =
i-Auress - Destination Address [[outside_any 5]
= e Service AT v
W\ IAction, WAN Port FERMIT, ALL =
Logaing @ Enable
ng |
_%, Statistics ¥ Enable
m\ ||Schedu|e Hone =
T ||Alarm Threshold 0.0 | KBytesiSec
g

Step 2:

Source Address: Select the name of the LAN network from the drop down list. The drop down list
contains the names of all LAN networks defined in the LAN section of the Address menu. To create a
new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the WAN 1/2 network from the drop down list. The drop
down list contains the names of all WAN 1/2 networks defined in the WAN 1/2 section of the Address
window. To create a new destination address, please go to the WAN 1/2 section under the Address
menu.

Service: Specified services provided by WAN 1/2 network servers. These are services/application
that are allowed to pass from the LAN network to the WAN 1/2 network. Choose ANY for all services.

Action: Select Permit - Permit WAN 1 > Permit WAN 2 or Deny from the drop down list to allow or
reject the packets travelling between the source network and the destination network.

Logging: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates are
higher than the specified value.

Step 3: Click OK to add a new outgoing policy; or click Cancel to cancel adding a new outgoing
policy.
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Modifying an Outgoing policy
Step 1: In the Outgoing policy section, locate the name of the policy desired to be modified and click
its corresponding Modify option under the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

Note: To change or add selections in the drop-down list for source or destination address, go to the
section where the selections are setup. (Source Address—LAN of Address menu;
Destination Address — WAN 1 of Address menu; Service—[Pre-defined],[Custom] or
Group under Service).

Step 3: Click OK to do confirm modification or click Cancel to cancel it.

Qutgoing

W ||Source Address Tnside_hry x|
W ||DestinationAddress Outside_iny  ¥|
Service B
s laction, WAN Port  |[PERNIT, &L =]
Logging ¥ Enable
Statistics ¥ Enable
._m\ [scheduie [foma =]
e ViroatServer ||AIarmThreshoId [T KBytesiSec
g - D
D
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Removing the Outgoing Policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be removed and click
its corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation dialogue box, click OK to remove the policy or click Cancel to
cancel removing.

Qutgoing

| _Source . _Destination | Service _Action.  Option 0
[ tnside Any | ousidenny | awy | @ |@@| @ b

«ngwEni

‘,:.’/ D10 you resly wark ta delete?

e

~Espmm
S
o
i sercs
& T
-E
T —
=
D
i Conmant Fering
- E Ve
L
R
- Frwmm———
~F——
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Enabled Monitoring function:

Log: If Logging is enabled in the outgoing policy, the MULTI-HOMING DUAL WAN FIREWALL
ROUTER will log the traffic and event passing through the Multi-Homing. The Administrator can click

Log on the left menu bar to get the flow and event logs of the specified policy.

Traffic Log

May 1 02:52:50 2002 "']

Note: System Administrator can back up and clear logs in this window. Check the chapter entitled “Log”

to get details about the log and ways to back up and clear logs.
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Next
[ Tiemas - 2 Po m
May 102:52:50 | 192.168.200.200 | 192.168.200.1 TCP : 80 ACCEPT
May 1 02:52:50 | 192.168.200.200 | 192.168.200.1 TCP : 80 ACCEPT
May 102:52:49 || 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:652:47 || 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:52:45 || 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:52:44 | 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:52:14 | 192.168.200.200 | 192.168.200.1 TCP : 80 ACCEPT
May 102:52:00 || 192.168.200.200 | 166.95.192.1 UDP : 53 ACCEPT
May 102:51:58 | 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:51:58 | 192.168.200.200 | 168.95.192.1 UDP : 63 ACCEPT
May 102:51:50 | 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:51:46 || 192.168.200.200 || 168.95.192.1 UDP : 53 ACCEPT
May 102:51:44 || 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:51:42 || 192.168.200.200 | 168.95.192.1 UDP :53 AGCEPT
May102:51:41 || 192.166.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:50:56 | 192.168.200.200 | 166.95.192.1 UDP : 53 ACCEPT
May 1 02:50:57 || 192.168.200.200 | 166.95.192.1 UDP : 53 ACCEPT
May 1 02:50:56 | 192.168.200.200 | 168.95192.1 UDP : 63 ACCEPT
May 102:50:46 || 192.168.200.200 | 168.95.192.1 UDP : 53 ACCEPT
May 102:50:44 || 192.168.200.200 || 166951921 UDP : 53 ACCEPT

E



Alarm: If Logging is enabled in the outgoing policy, the MULTI-HOMING DUAL WAN FIREWALL
ROUTER will log the traffic alarms and event alarms passing through the Multi-Homing. The
Administrator can click Alarm on the left menu to get the logs of flow and event alarms of the
specified policy.

-. L]

oy Traffic Alarm
& tertace May 1 19:00~19:15 Inside_Any Outside_Any ANY 0.858KiSec
‘F‘ May 1 18:45~19:00 Inside_Any Qutside_Any ANY 0.513KiSec
F May 1 18:30~18;45 Inside_Any Outside_Any ANY 4516KiSec
W May 1 04:00~04:15 Inside_Any Qutside_Any ANY 0.681KiSec
F May 1 03:45~04:00 Inside_Any Qutside_Any ANY 1.416KiSec
"F May 103:15~03:30 Inside_Any Qutside_Any ANY 0.761KiSec

el = s

Traffic Alarm

[Eenthlam

Note: The Administrator can also get information on alarm logs from the Alarm window. Please refer to the
section entitled “Alarm” for more information.
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Statistics: If Statistics is enabled in the outgoing policy, the MULTI-HOMING DUAL WAN FIREWALL
ROUTER will display the flow statistics passing through the Multi-Homing.

L L
WAN Statistics
\;VAN1 Minut;e. I-I-Ai‘our Day
All External Interface Minute Hour Day

The Administrator can also get flow statistics in Statistics. Please refer to Statistics in Chapter 11

Note:
for more details.
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Incoming

This chapter describes steps to create policies for packets and services from the WAN 1/2 network to
the LAN network including Mapped IP and Virtual Server.

Enter Incoming window
Step 1: Click Incoming under the Policy menu to enter the Incoming window. The Incoming table

will display current defined policies from the WAN 1/2 network to assigned Mapped IP or
Virtual Server.

Incoming

Il Il n_| Opt | Configure | Move |

Step 2: The fields of the Incoming window are:

B Source: source networks which are specified in the WAN section of the Address menu, or
all the WAN network addresses.

B Destination: destination networks, which are IP Mapping addresses or Virtual server
network addresses created in Virtual Server menu.

B Service: services supported by Virtual Servers (or Mapped IP).

B Action: control actions to permit or deny packets from WAN networks to Virtual
Server/Mapped IP travelling through the device.

B Option: specify the monitoring functions on packets from WAN networks to Virtual
Server/Mapped IP travelling through the Multi-Homing.

B Configure: modify settings or remove incoming policy.

Move: this sets the priority of the policies, number 1 being the highest priority.

-89 -



Adding an Incoming Policy
Step 1: Under Incoming of the Policy menu, click the New Entry button.

Incoming

i Titerface Source Address Outside_Any = |

~FAdiess Destination Address [Maneed PGIL 75760 ¥
Service ANT [
ﬁ: Sdule h ke
W\ iAction PERMIT »
[ Bugoing Logaing ™ Enable

Statistics ™ Enable

rm‘ Schedule ‘ Towe =]
W

i VirtarServer |Alarm Threshold
o AEm @o (Eancad

KBytesiSec

Step 2:

Source Address: Select names of the WAN networks from the drop down list. The drop down list
contains the names of all WAN networks defined in the WAN section of the Address menu. To
create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select names of the LAN networks from the drop down list. The drop down list
contains the names of IP mapping addresses specified in the Mapped IP or the Virtual Server
sections of Virtual Server menu. To create a new destination address, please go to the Virtual
Server menu.

Service: Specified services provided by LAN network servers. These are services/application that
are allowed to pass from the network to the LAN network. Choose ANY for all services.

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling
between the specified WAN network and Virtual Server/Mapped IP.

Logging: select Enable to enable flow monitoring.
Statistics: select Enable to enable flow statistics.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates are
higher than the specified value.

Step 3: Click OK to add new policy or click Cancel to cancel adding new incoming policy.
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Modifying Incoming Policy
Step 1: In the Incoming window, locate the name of policy desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.
Step 3: Click OK to save modifications or click Cancel to cancel modifications.

Incoming

Source Address Outside_Any |
Destination Address |[Mapred PEIT 3760 v]
Service [ =
IAction [PRRMTT =]

Logging I Enable
Statistics I Enable
Schedule [Mens =]

iAlarm Threshold ‘0.0 KBytes/Sec

@ (@anz

-91] -



Removing an Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be removed and click its
corresponding [Remove] in the Configure field.

Step 2: In the Remove confirmation window, click Ok to remove the policy or click Cancel to cancel
removing.

Incoming

Source Nestination Service  Action Optien
| ouside Any | mapped w@rrzasisey | awv | @ || [ ]|

wHEWERT

\?‘_} Do you reslly want to delete?

=

L S
S
o
Fo————
& T
& r
[
[ o
i Conmant Fering
- E Ve
T
R
- Frwmm———
~F——
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The 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router's VPN (Virtual Private Network)
is set by the System Administrator. The System Administrator can add, modify or remove VPN
settings.

What is VPN?

To set up a Virtual Private Network (VPN), you don’t need to configure an Access Policy to enable
encryption. Just fill in the following settings: VPN Name, Source Subnet, Destination Gateway,
Destination Subnet, Authentication Method, Preshare key, Encapsulation and IPSec lifetime. The
Multi-Homings on both ends must use the same Preshare key and IPSec lifetime to make a VPN
connection.
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Autokey IKE

This chapter describes steps to create a VPN connection using Autokey IKE. Autokey IKE (Internet
Key Exchange) provides a standard method to negotiate keys between two security gateways. For
example, with two Multi-Homing devices, IKE allows new keys to be generated after a set amount of
time has passed or a certain threshold of traffic has been exchanged.

Accessing the Autokey IKE window
Click Autokey IKE under the VPN menu to enter the Autokey IKE window. The Autokey IKE table
displays current configured VPNs.

Autokey IKE

| Gateway IP.|Des Sub = ;
~ditertace TEST1[6169227.19] 192.168.100.0 psk  |Disconneet|«anneetng® LMadi] |Removel

VRN

Autokey IKE

The fields in the Autokey IKE window are:

B Name: The VPN name to identify the VPN tunnel definition. The name must be different for the two
sites creating the tunnel.

B Gateway IP: The WAN 1 interface IP address of the remote Multi-Homing.
B Destination Subnet: Destination network subnet.

B PSK/RSA: The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes
long.

B Status: Connect/Disconnect or Connecting/Disconnecting.

B Configure: Connect, Disconnect, Modify and Delete.
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Adding the Autokey IKE
Step 1. Click the New Entry button and the VPN Auto Keyed Tunnel window will appear.

AL

T Autokey IKE
B Name =T
g Address Use interface & WAN1 © WAN2
g service Subnet [ Mask [FziETEs [ [Fiasann
i Soredue To Destination
—W‘ & Remote Gateway -- Fixed IP ‘m-lg
O L ] Subnet! Mask ‘Fz.lss.loo.o (0

.
FEPRTE Servar i " Remote Gateway -- Dynamic IP

(PPTP Client | Subnet/ Mask I 152532550
& GomentFittering ¢ Remote Client -- Fixed IP or Dynamic IP
- VirtgalServer Authentication Method [Preshare =]
g Preshared Key "F23456
W Encapsulation
‘W & Data Encryption + Authentication
—dEstams « Authentication Only

I” Perfect Forward Secrecy
IPSec Lifetime ”W Seconds
Schedule H|NonE;| ||
o (EaneEr =
Step 2:
B Preshare Key: The IKE VPN must be defined with a Preshared Key. The Key may be up to 128
bytes long.

B ESP/AH: The IP level security headers, AH and ESP, were originally proposed by the Networking
Group focused on IP security mechanisms, IPSec. The term IPSec is used loosely here to
refer to packets, keys, and routes that are associated with these headers. The IP
Authentication Header (AH) is used to provide authentication. The IP Encapsulating Security
Header (ESP) is used to provide confidentially to IP datagrams.

B ESP-Encryption Algorithm: The device auto-selects 56 bit DES-CBC or 168-bit Triple DES-CBC
encryption algorithm. The default algorithm is 168-bit Triple DES-CBC.

B ESP-Authentication Method: The device auto-selects MD5 or SHA-1 authentication algorithm.
The default algorithm is MD5.

B |IPSec Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded. The
Administrator may enable this feature if needed and enter the lifetime in seconds to re-key.
The default is 28800 seconds (eight hours). Selection of small values could lead to frequent
re-keying, which could affect performance.
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Modifying an Autokey IKE

Step 1: In the Autokey IKE window, locate the name of policy desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.
Step 3: Click OK to save modifications.

Connecting the VPN connection:

Once all the policy is created with the correct settings, click on the Connect option in the Configure
field. The Status field will change to indicate Connecting. If the remote Multi-Homing is set up
correctly with the VPN active, the VPN connection will be made between the two Multi-Homings and
the Status field will change to Connect.

1

oy Autokey IKE
~deacs Name ST
~d Adgress Use interface & WANT € WAN2
i Service Subnet [ Mask “mm.o { BEEE 0
gt Schedule To Destination

“Policy’ & Remote Gateway - Fixed IP “m.lg

Subnet ! Mask ‘lmo.o [E52552550
 Remote Gateway - Dynamic IP
Subnet ! Mask Il (555550

‘Cantent Fitefin ¢ Remote Client -- Fixed IP or Dynamic IP
g Virtaarserver Authentication Method [Pt ]
‘F‘ Preshared Key Hrmfﬁﬁ
‘F Encapsulation
T Statisties ™ @ Data Encryption + Authentication
"ﬁ - Authentication Only

I” Perfect Forward Secrecy
IPSec Lifetime B0 seconds
Schedule |N0nej
=l
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Removing Autokey IKE
Step 1. Locate the name of the Autokey IKE desired to be removed and click its corresponding
Delete option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the Autokey IKE or click Cancel
to cancel deleting.

Autokey IKE

Name L ray IP. Destination Subn SRJRSA Statu Lonfigur
ITEST1/61569.227.19] 192.168.100.0 psk |Disconnect| &@onnacmng® (Raniots]

Microsofi Internet Explorer |§_

.j.:) D you realy want to delete?

==
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PPTP Server
Entering the PPTP Server window

Step 1. Sclect VPN—-PPTP Server.

PPTP Server

PPTP Server ( Enable, Encryption:OFF ) :
Client IP Range : 192.132.35.1 264 M0

[ test | 0000 | ~ | Disconnect |

B PPTP Server : Click to select Enable or Disable.
B Client IP Range: 192.26.145.1-254 : Display the IP addresses range for PPTP
Client connection.
User Name : Displays the PPTP Client user’s name for authentication.
Client IP : Displays the PPTP Client’s IP address for authentication. °
Uptime : Displays the connection time between PPTP Server and Client.
Status : Displays current connection status between PPTP Server and PPTP client.
Configure : Click [Modify] to modify the PPTP Client settings or click
[ Remove] to remove the item.
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Modifying PPTP Server Design

Step 1. Sclect VPN—-PPTP Server. -
Step 2. Click [ Modify] after the Client IP Range.

PPTP Server

o sysem PPTP Server { Disable ) :
~d tntertace Client IP Range : 192.132.35.1-254

PPTP Server

¢ Disable PPTP

@ Enable PPTP

C Encryption

ClientIP Range : ||192.132‘35.1 -
\Auto-Disconnect if idle [0 minutes (0: means not disconnect)
Schedule ||N0ne;|

G2 @Eanzd

- Modify Server Design
B [ODisable PPTP : Check to disable PPTP Server.
B [] Enable PPTP : Check to enable PPTPServer.

1.Encyption: the default is set to disabled.
2.Client IP Range : Enter the IP range allocated for PPTP Client to connect to the

PPTP server.
B Auto-Disconnect if idle L] minutes: Configure this device to disconnect to the PPTP
Server when there is no activity for a predetermined period of time. To keep the line

always connected, set the number to 0.
B Schedule : Click the down arrow to select the schedule, which was pre-determined in

Schedule. Refer to the corresponding section for details.
Step 4. Click OK to save modifications or click Cancel to cancel modifications
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Adding PPTP Server
Step 1. Select VPN—PPTP Server. Click NewEntry.

PPTP Server

PPTP Server{ Disable ) :
Client IP Range : 192.132.35.1-254

Step 2. Enter appropriate settings in the following window.

B User name: Specify the PPTP client. This should be unique.
B Password: Specify the PPTP client password.
B Remote Client :
O Single Machine: Check to connect to single computer.
OOMulti-Machine: Check to allow multiple computers connected to the PPTP server.
IP Address : Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client Sub net mask.
m  Client IP assigned by :
1. IP Range: check to enable auto-allocating IP for PPTP client to connect.
2. Fixed IP: check and enter a fixed IP for PPTP client to connect.

PPTP Server

o~ tetacs User Name : ‘B
"ﬁ Password : ‘W
‘E‘ Remote Client
‘F‘ & Single Machine
Ry © Multi-Machine
Ve IP Address :

Netmask :

[ PRIPGlient Client IP assigned by

i ContentFiltering © IP Range

e © FixedIP : |

Step 3. Click OK to save modifications or click Cancel to cancel modifications
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Modifying PPTP Server
Step 1. Sclect VPN—-PPTP Server.

Step 2. In the [ PPTP Server] window, find the PPTP server that you want to modify. Click
[ Configure] and click [Modify] .

Step 3. Enter appropriate settings.

PPTP Server

User Name. : est
Password : [okbrkre

Remote Client

@& Single Machine
€ Multi-Machine
IP Address :
Netmask :
Client IP assigned by

& |P Range

€ Fixed P : ||

G2 Ezned

Step 4. Click OK to save modifications or click Cancel to cancel modifications
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Removing PPTP Server
Step 1. Sclect VPN—-PPTP Server.

Step 2. In the [PPTP Server] window, find the PPTP server that you want to modify. Click
[ Configure] and click [remove] .

Step 3. Click OK to remove the PPTP server or click Cancel to exit without rmoval.

PPTP Server

PPTP Server ( Enable, Encryption:OFF ) ;
Client IP Range : 192.132.35.1-254 (N0
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PPTP Client
Entering the PPTP Client window

Step 1. Sclect VPN—-PPTP Client.

PPTP Client

test 211222222 OFF - |Disconnect| €Gonnecing™ MG |Remave)

Server Address - Display the PPTP Server IP addresses..
User Name : Displays the PPTP Client user’s name for authentication.
Client IP : Displays the PPTP Client’s IP address for authentication. °
Uptime : Displays the connection time between PPTP Server and Client.
Status : Displays current connection status between PPTP Server and PPTP client.
Configure : Click [Modify]) to modify the PPTP Client settings or click
[ Remove] to remove the item.
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Adding a PPTP Client
Step 1. Sclect VPN—PPTP Client.

User name: Specify the PPTP client. This should be unique.

Password: Specify the PPTP client password.

Server Address: Enter the PPTP Server’s IP address.

Remote Client :

0 Single Machine: Check to connect to single computer.

CIMulti-Machine: Check to allow multiple computers connected to the PPTP
server.

IP Address : Enter the PPTP Client IP address.

Netmask: Enter the PPTP Client Sub net mask.

PPTP Client

User Name : ‘Iﬂt
Password ; ‘**”

| B I Encryption

Server Address :

Remote Server

& Single Machine
€ Multi-Machine
IP Address :
Netmask :

VPN

C Auto-Connect when sending packet through the link

Auto-Disconnect ifidle [0
Schedule

minutes (0: means not disconnect)

[

@orD (EanEd

OAuto-Connect when sending packet through the link: Check to enable the auto-
connection whenever there’s packet to transmit over the connection.

Auto-Disconnect if idle [ minutes: Configure this device to disconnect to the PPTP
Server when there is no activity for a predetermined period of time. To keep the line
always connected, set the number to 0.

Schedule : Click the down arrow to select the schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Step 4. Click OK to save modifications or click Cancel to cancel modifications.
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Modifying PPTP Client
Step 1. Sclect VPN—-PPTP Client.

Step 2. In the [ PPTP Client] window, find the PPTP server that you want to modify. Click
[ Configure] and click [Modify] .

Step 3. Enter appropriate settings.

PPTP Client

Modify PPTP Client
W User Name : ‘&
‘F Password : ‘@
i -servics [Server Address : ‘W I”_Encryption
@ [Remote Server
! # Single Machine
: —  Multi-Machine
IP Address :
Metmask :
_W\ [ Auto-Connect when sending packet through the link
e
E lAuto-Disconnect if idle |0 minutes {0: means not disconnect)
= Schedule ‘INonEj

G @z

Step 4. Click OK to save modifications or click Cancel to cancel modifications
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Removing PPTP Client
Step 1. Sclect VPN—-PPTP Client.

Step 2. In the [PPTP Client] window, find the PPTP client that you want to modify. Click
[ Configure] and click [remove] .

Step 3. Click OK to remove the PPTP client or click Cancel to exit without removal.

PPTP Client

’ TV Eer Ad ""‘!I—-t ':.!'.-'_".'.'.! ptime | Statu: . Lonfigur:
| 211222222 | ©OFF | - [Disconnect| €@annscang® LAl

" ;.51

Microsafl Internel Fxplorer |

\?i) D you realy wank to delsts?

Lo J( enad ]
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Content filtering

Content filtering includes URL Blocking and general filtering. Content Filtering includes
"URL Blocking ; and " General Blocking | .

(= ) URL Blocking : The device manager can use a complete domain name, key word,

“~” or “x” to make rules for specific websites.
(Z ) General Blocking : To let Popup * ActiveX - Java ~ Cookie in or keep them out.
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URL Blocking

The Administrator may setup URL Blocking to preventLAN network users from accessing a specific
website on the Internet. Any web request coming from anLAN network computer to a blocked
website will receive a blocked message instead of the website.

Entering the URL blocking window
Click on URL Blocking under the Configuration menu bar.
Click on New Entry.

URL Blocking

| wwaw hinet..net | None | T | I
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Adding a URL Blocking policy

Step 1: After clicking New Entry, the Add New Block String window will appear.
Step 2: Enter the URL of the website to be blocked.
Step 3: Click OK to add the policy. Click Cancel to discard changes.

£ URL Blocking
—Ftetacs Block String T
~fAduress Schedule Tone |
e
e
i Cartert Fiterng
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Modifying a URL Blocking policy

Step 1:

Step 2:
Step 3:

In the URL Blocking window, find the policy to be modified and click the
corresponding Modify option in the Configure field.

Make the necessary changes needed.
Click on OK to save changes or click on Cancel to cancel modifications.

URL Blocking

|\B|§ck String o Hinsh.ner
”Schedule Hone .

GO (e

Removing a URL Blocking policy

Step 1:

Step 2:

In the URL Blocking window, find the policy to be removed and click the
corresponding Remove option in the Configure field.

A confirmation pop-up box will appear, click on OK to remove the policy or click on
Cancel to discard changes.

URL Blocking

Micrasoft Internet Explorer  [5]

2J voyourealy makto delets?

I
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Blocked URL site:
When a user from theLAN network tries to access a blocked URL, the error below will appear.

Zh ¥ahoo! - Micrasoft Internet Explorer _— — 1= x|

Elle Edit  wiews Favori Tools  Help i
Back - = - @D [ 4| @Search [alFavortes (BHstory | Bh- Sb =4 =) [ @
Address [£1 http: ffwww vahoo.com =l @ || WP »

Links @] Customize Links & ]Free Hotmail @] windows Media & windows

This page is blocked!!

&7 bone [ [ [ tnernet
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General Blocking
To let Popup ~ ActiveX ~ Java ~ Cookie in or keep them out.

Step 1: Click Content Filtering in the menu.

Step 2: [General Blocking] detective functions.

B Popup filtering : Prevent the pop-up boxes appearing.
m ActiveX filtering : Prevent ActiveX packets.

B Java filtering : Prevent Java packets.

B Cookie filtering : Prevent Cookie packets.

Step 3: After selecting each function, click the OK button below.

Script Blocking

‘W‘ P Popup Block P ActiveX Black
‘W‘ ¥ Java Block F Cookie Black

i CantantFitaring
0 ]

@Il’i}efz the system detects the setting, the Multi-Homing will spontaneously work.
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Virtual Server

The 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router separates an enterprise’s
Intranet and Internet into LAN networks and WAN 1/2 networks respectively. Generally speaking, in
order to allocate enough IP addresses for all computers, an enterprise assigns each computer a
private IP address, and converts it into a real IP address through Multi-Homing's NAT (Network
Address Translation) function. If a server which provides service to the WAN 1/2 networks, is located
in the LAN networks, outside users can’t directly connect to the server by using the server’s private IP
address.

The 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router’s Virtual Server can solve this
problem. A virtual server has set the real IP address of the Multi-Homing’s WAN 1/2 network
interface to be the Virtual Server IP. Through the virtual server feature, the Multi-Homing translates
the virtual server’s IP address into the private IP address of physical server in the LAN network. When
outside users on the Internet request connections to the virtual server, the request will be forwarded
to the private LAN server.

Virtual Server owns another feature know as one-to-many mapping. This is when one virtual server IP
address on the WAN 1/2 interface can be mapped into 4 LAN network server private |IP addresses.
This option is useful for Load Balancing, which causes the virtual server to distribute data packets to
each private IP addresses (which are the real servers). By sending all data packets to all similar
servers, this increases the server’s efficiency, reduces risks of server crashes, and enhances servers’
stability.

How to use Virtual Server and mapped IP

Virtual Server and Mapped IP are part of the IP mapping scheme. By applying the incoming policies,
Virtual Server and IP mapping work similarly. They map real IP addresses to the physical servers’
private IP addresses (which is opposite to NAT), but there still exists some differences:

W Virtual Server can map one real IP to several LAN physical servers while Mapped IP can
only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual Servers’ load
balance feature can map a specific service request to different physical servers running the
same services.

W Virtual Server can only map one real IP to one service/port of the LAN physical servers while
Mapped IP maps one real IP to all the services offered by the physical server.

IP mapping and Virtual Server work by binding the IP address of the WAN 1/2 virtual server to the
private LAN IP address of the physical server that supports the services. Therefore users from the
WAN network can access servers of the LAN network by requesting the service from the IP address
provided by Virtual Server.
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Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a server
is located in the LAN network, it has a private IP address, and outside users cannot connect directly
to LAN servers’ private IP address. To connect to a LAN network server, outside users have to first
connect to a real IP address of the WAN 1/2 network, and the real IP is translated to a private IP of
the LAN network. Mapped IP and Virtual Server are the two methods to translate the real IP into
private IP. Mapped IP maps IP in one-to-one fashion; that means, all services of one real WAN 1/2 IP
address is mapped to one private LAN IP address.

Entering the Mapped IP window

Click Mapped IP under the Virtual Server menu bar and the Mapped IP configuration window will
appear.

Mapped IP
GEWERD
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Adding a new IP Mapping

Step 1.

Step 2.

In the Mapped IP window, click the New Entry button the Add New Mapped IP window will
appear.

WAN IP: select the WAN 1/2 public IP address to be mapped.

Internal IP: enter the LAN private |IP address will be mapped 1-to-1 to the WAN 1/2 IP
address.

Click OK to add new IP Mapping or click Cancel to cancel adding.

Mapped IP

WAN IP 6159238 188 Assist
Map To Virtual IP 192.168.200.200

@D (@anzh
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Modifying a Mapped IP

Step 1. In the Mapped IP table, locate the Mapped IP desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2. Enter settings in the Modify Mapped IP window.

Step 3. Click OK to save change or click Cancel to cancel.

Mapped IP

WAN IP 6150138 188 Assist
Map To Virtual IP 192,168 200,200

Note: A Mapped IP cannot be modified if it has been assigned/used as a destination address of any
Incoming policies.
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Removing a Mapped IP

Step 1. In the Mapped IP table, locate the Mapped IP desired to be removed and click its
corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up window, click Ok to remove the Mapped IP or click
Cancel to cancel.

Mapped IP

I 6159.238.188 | 152,168.200.200 |

-

S L
ol ntertics
o Adorass
i servics
& scheawe
e
e
- Content Fitering ) oovourssty want o deeer
| MappediP |
U Wirkal Server
&g
o L
o Statatics >
& statos
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Virtual Server

Virtual server is a one-to-many mapping technique, which maps a real IP address from the WAN 1/2
interface to private IP addresses of the LAN network. This is done to provide services or applications
defined in the Service menu to enter into the LAN network. Unlike a mapped IP which binds an WAN
1/2 IP to an LAN IP, virtual server binds WAN 1/2 IP ports to LAN IP ports.

Adding a Virtual Server

Step 1. Click an available virtual server from Virtual Server in the Virtual Server menu bar to enter
the virtual server configuration window. In the following, Virtual Server is assumed to be the
chosen option:

Virtual Server
sy Virtual Server Real [P __ clidkhere b oonfigoe

~Aduress | Setvice Name.(Ro I (P = ualiP..| g |

] |

Virtusal Server;

Step 2. Click the click here to configure button and the Add new Virtual Server IP window appears
and asks for an IP address from the WAN 1 network.

Step 3. Select an IP address from the drop-down list of available WAN 1/2 network IP addresses.

Note: If the drop-down list contains only (Disable), there is no available IP addresses of WAN 1/2
network of the System and no Virtual Server can be added.
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Step 4. Click OK to add new Virtual Server or click Cancel to cancel adding.

i;'tuaIVSer;iler-éeai IP N |F11-74-97-115 Agsist ‘l

g TteEcE i&ual Serv.er-l.?eai IP = ||1313_ablE Assiet ‘l
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Modifying a Virtual Server IP Address

Step 1. Click the virtual server to be modified Virtual Server under the Virtual Server menu bar. A
new window appears displaying the IP address and service of the specified virtual server.

Step 2. Click on the Virtual Server’s IP Address button at the top of the screen.
Step 3. Choose a new IP address from the drop-down list.

Step 4. Click OK to save new IP address or click Cancel to cancel modification.

Virtual Server

Virtual Server Real [P _ L7715
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Removing a Virtual Server

Step 1.

Step 2.
Step 3.

Step 4.

Click the virtual server to be removed in the corresponding Virtual Server option under the
Virtual Server menu bar. A new window displaying the virtual server’s IP address and
service appears on the screen.

Click the Virtual Server’s IP Address button at the top of the screen.

Select Disable in the drop-down list in.

Click OK to remove the virtual server.

Virtual Server

\dd New Virtual St

irtual Server Real IP ||Pisae Assist

P G
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Setting the Virtual Server’s services

Step 1.

Step 2.
[ |
[ |

[ ]
Note:

Step 3.

Step 4.

For the Virtual Server which has already been set up with an IP address, click the New
Service button in the table.

In the Virtual Server Configurations window:
Virtual Server IP: displays the WAN 1/2 IP address assigned to the Virtual Server

External Service Port: select the port number that the virtual server will use. Changing the
Service will change the port number to match the service.

Service: select the service from the pull down list that will be provided by the Virtual Server.
The services in the drop-down list are all defined in the Pre-defined and Custom section of
the Service menu.

Enter the IP address of the LAN network server(s), to which the virtual server will be
mapped. Up to four IP addresses can be assigned at most.

Click OK to save the settings of the Virtual Server.

Virtual Server

e Titertace |Virtual Server Real IP [2117497 115
R [Service Name (Porf) | ) E|
g Sevice [External Service Port ‘21

o Sohedwe Load Balance Server Server Virtual IP
I 1 [Fo2tze. 125

192.168.1.224

2
il Content Filtering - 3
4

eV irual Ssrver
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Modifying the Virtual Server configurations

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be
modified and click its corresponding Modify option in the Configure field.

Step 2. In the Virtual Server Configuration window, enter the new settings.

Step 3. Click OK to save maodifications or click Cancel to cancel modification.

Virtual Server

|Virtual Server Real IP [211.7497.118

[Service Name (Porf) [Fean |

‘External Service Port ‘21

Load Balance Server Server Virtual IP

1 [ienigs.1.208
2 [19a.168.0234
3 I
4 I

G @D

Note: A virtual server cannot be modified or removed if it has been assigned to the destination address of
any Incoming policies.
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Removing the Virtual Server service

Step 1.

Step 2.

In the Virtual Server window’s service table, locate the name of the service desired to be
removed and click its corresponding Remove option in the Configure field.

In the Remove confirmation pop-up box, click Ok to remove the service or click Cancel to
cancel removing.

Virtual Server

Virtual Server Real IP _ 21197115

= [ - 1921681223 = |
FTP (21) 21 192.168.1.224 mmﬂ|

S
e
S
R
L
R
S S
® TN
ey
|
[
R
F
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The 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router supports traffic logging and
event logging to monitor and record services, connection times, and the source and destination
network address. The Administrator may also download the log files for backup purposes. The
Administrator mainly uses the Log menu to monitor the traffic passing through the 10/100M 2 WAN

/4 LAN Multi-Homing Dual WAN Firewall Router.
What is Log?

Log records all connections that pass through the Multi-Homing’s control policies. Traffic log’s
parameters are setup when setting up control policies. Traffic logs record the details of packets such as
the start and stop time of connection, the duration of connection, the source address, the destination
address and services requested, for each control policy. Event logs record the contents of System
Configuration changes made by the Administrator such as the time of change, settings that change, the
IP address used to log on, etc.

How to use the Log
The Administrator can use the log data to monitor and manage the device and the networks. The

Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing
the source of traffic congestions.
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Traffic Log

The Administrator queries the Multi-Homing for information, such as source address, destination
address, start time, and Protocol port, of all connections.

Entering the Traffic Log window

Click the Traffic Log option under Log menu to enter the Traffic Log window.

Traffic Log

192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:59:32 || 192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:58:46 || 192.168.1.200 192.168.1.170 TCP: 80 ACCEPT
May 119:58:17 || 192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:57:42 || 192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:54:55 || 192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:54:55 || 192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:562:63 || 192.168.1.106 | 255255.255266 UDP : 67 ACCEPT
May119:52:45 || 192168.1106 | 255.255.255.255 UDP : 67 ACCEPT
Virtal Serv May 119:52:37 || 192.168.1.106 | 255.255.256.255 UDP : 67 ACCEPT
T May 119:52:29 | 192.168.1.106 | 255.255.255.955 UDP : 67 ACCEPT
May 1 19:62:23 192.168.1.200 192.168.1.170 TCP : 80 ACCEPT
May 119:62:18 || 192.166.1.200 192.168.1.170 TCP : 80 ACCEPT
e May 119:50:14 || 192.168.200200 | 192.168.200.1 TCP : 80 ACCEPT
May 119:50:13 || 192.168.200200 | 192.168.200.1 TCP : 80 ACCEPT
May 119:46:37 || 211.74.216.238 | 6159.238.188 ICMP : 8 ACCEPT
May 119:28:35 || 192.168.200.200 | 192.168.200.1 TCP : 80 ACCEPT
May 119:28:05 || 209.73.2257 192.168.200.200 TCP : 1681 ACCEPT
May 119:28:05 || 192.168.200.200 209.73.2257 TCP : 80 ACCEPT
May 119:28:05 || 192.168.200.200 209732257 TCP : 80 ACCEPT
H

Traffic Log Table
The table in the Traffic Log window displays current System statuses:

B Time: The start time of the connection.

B Source: IP address of the source network of the specific connection.

B Destination: |P address of the destination network of the specific connection.
B Protocol & Port: Protocol type and Port number of the specific connection.

B Disposition: Accept or Deny.
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Downloading the Traffic Logs

The Administrator can backup the traffic logs regularly by downloading it to the computer.
Step 1. In the Traffic Log window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up window to save the traffic logs into a specified directory on
the hard drive.

Traffic L

1 G100 018 S o 14014

s 19216812 |  ICMP

& ertace [ 168951921 |

~dseace R et

F e kog o 1L HET &

May 1 ACCEPT

Ry [ May1 etk o i : ACCEPT

- May 1 ™ Opea i e e et : ACCEPT

& Contant Fitering May 1 £ Smtanin : ACCEPT |

e Vinoarserver ay :

—_ = s AT
[aticlog | May1 : ACCEPT _
[Bwotiog [ May1 0 _ACCEPT _
|[logBacksp [ May1 [0 ] coct | wamiss | :8 ACCEPT

A May 1 ICMP : 0 ACCEPT

o Statsties May 121:04:06 192.168.1.2 168951921 || ICMP:8 ACCEPT

. I May 121:04:05 | 18216812 ICMP : 0 |_ACCEPT

May 121:04:05 | 168951921 ||  ICMP:8 [ ACCEPT |
| May 121:04:04 19216812 |  ICMP:0 | ACCEPT |
May 121:04:04 192.168.1.2 168951921 ||  ICMP:8 ACCEPT
e (o to® =l
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Clearing the Traffic Logs

The Administrator may clear on-line logs to keep just the most updated logs on the screen.
Step 1. In the Traffic Log window, click the Clear Logs button at the bottom of the screen.
Step 2. In the Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.

Traffic Log

19L,186.1.400 LIS
192.168.1.170

\p Do you really veant to delete?
= ] 7
7 TS 0 gz TS,

192.168.200.200

»8/888222 2888883

ML

192.168.200.200

Ll
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Event Log
When the 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN Firewall Router detects events, the
Administrator can get the details, such as time and description of the events from the Event Logs.

Entering the Event Log window

Click the Event Log option under the Log menu and the Event Log window will appear.

Way 1 195938 =
Next

May 119:59:38 |admin Remove [Virtual Server 1] from 192.168.1.200
May 119:59:32 |admin Remove [FTP] {Virtual Server 1) from 192.168.1.200
May 119:57:42 |admin Add [FTP] {Virtual Server 1) from 192.168.1.200
May 119:52:23 |user admin [Login success] from 192.168.1.200

May 119:50:30 |admin Modify [LAN Interface] from 192.168.200.200

May 119:50:13 |user admin [Login success] from 192.168.200.200

May 119:28:38 |admin Add [Virtual Server 1] from 192.168.200.200

May 119:28:35 |user admin [Login success] from 192.168.200.200

May 119:23:06 |admin Remove [Virtual Server 1] from 192.168.200.200
May 119:22:59 |admin Add [Virtual Server 1] from 192.168.200.200

The table in the Event Log window displays the time and description of the events.

B Time: time when the event occurred.
B Event: description of the event.
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Downloading the Event Logs

Step 1. In the Event Log window, click the Download Logs button at the bottom of the

screen.

Step 2. Follow the File Download pop-up window to save the event logs into a specific

directory on the hard drive.

Event Log

— System [y T20553% =] i
- et
i serice Uity - 22
. Frsmeom—— st iog b 1216211 D
o
P 1.200
st v ) B - o g B ey
v o R from 192.168.1.200
- Contert Fering % Suvetm il ot >
o Virtual Sorver P
o — 12 Akaays wi ek cpmng e b o e 58.1.200
el 1921891200
| Eventlog | e
[logBacy 2
S — | Cecs | Mewris | |
B | May 120:50:15 |admin Add [ANY] (Virtual Server 1) from 192.168.1.200
B May 120:49:56 |admin Remove [eDonkey] [Virtual Server 1) from 192.168.1.200
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Clearing the Event Logs

The Administrator may clear on-line event logs to keep just the most updated logs on the screen.
Step 1. In the Event Log window, click the Clear Logs button at the bottom of the screen.
Step 2. In the Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.

[Fay 119593t =] Next

[ Tme [ EBem ]
May 119:59:38 |'admin Remove [Virtual Server 1] from 192.168.1.200
May 119:59:32 [admin Remove [FTP] {Virtual Server 1) from 192.166.1.200
[ May 118 srjndmln Add [FTP] (Virtual Server 1) from 192.168.1.200
| May 119:52: L
1 19 50: 30 4

~Espn
ey
~Fadamss
i serice
~& Sthedwe >
EPoney
Few
&
[lon
[ Everttog |
[togBacku
T
& Sntstes
O T

May 1 19:28:33 pm 192 168.200.200
128 b 182.168.200.200
ver 1] from 192.168.200.200
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Log Backup

The Log Backup
Step 1. Click Log éLog Backup.

Log Backup

~drSysten Log Mail Configur
= ™ Enable Log Mail Support

When Log Full {300Kbytes) Firewall Appliance sends Log
You must set E-mail Alarm => enable

™ Enable Syslog Messages
Syslog Host IP Address
Syslog Host Port

Log Backup

Step 2.
u Log Mail Configuration : When the Log Mail files accumulated up to 300Kbytes,

router will notify administrator by email with the traffic log and event log. -
Note: Before enabling this function, you have to enable E-mail Alarm in Administrator.

u Syslog Settings : If you enable this function, system will transmit the Traffic Log and
the Event Log simultaneously to the server which supports Syslog function.
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Enable Log Mail Support & Syslog Message

Log Mail Configuration /Enable Log Mail Support

Step 1. Firstly, go to Admin —Select Enable E-mail Alert Notification under E-Mail Settings.
Enter the e-mail address to receive the alarm notification. Click OK.

Step 2. Go to LOG —>Log Backup. Check to enable Log Mail Support. Click OK.

System Settings/Enable Syslog Message
Step 3. Check to enable Syslog Message. Enter the Host IP Address and Host Port number to
receive the Syslog message.

Step 4. Click OK.

Log Backup

Laa Mail C

i Enable Lol Mail Support
When Log Full (300Kbytes),Firewall Appliance sends Log
You must set E-mail Alarm => enable

¥ Enable Syslog Messages

Syslog Host IP Address 21LILLILLL

Syslog Host Port 545
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Disable Log Mail Support & Syslog Message

Step 1. Go to LOG >Log Backup. Uncheck to disable Log Mail Support. Click OK.
Step 2. Go to LOG > Log Backup. Uncheck to disable Settings Message. Click OK.

Log Backup

lLog Mail Configuration.
F ™ Enable Log Mail Support
—— When Log Full (300Kbytes).Firewall Appliance sends Log
- - You must set E-mail Alarm => enable

F I' Enable éyslo_g Messages
— = Syslog Host IP Address EITITITIT
Syslog Host Port 555
o (S
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In this chapter, the Administrator can view traffic alarms and event alarms that occur and the Multi-

Homing has logged.
Multi-Homing has two alarms: Traffic Alarm and Event Alarm.

Traffic alarm:
In control policies, the Administrator set the threshold value for traffic alarm. The System regularly

checks whether the traffic for a policy exceeds its threshold value and adds a record to the traffic
alarm file if it does.

Event alarm:
When Multi-Homing detects attacks from hackers, it writes attacking data in the event alarm file and

sends an e-mail alert to the Administrator to take emergency steps.
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Traffic Alarm

Entering the Traffic Alarm window

Click the Traffic Alarm option below Alarm menu to enter the Traffic Alarm window.

The table in the Traffic Alarm window displays the current traffic alarm logs for connections.

ﬁ- | EI’E 7'
Traffic: Alarm

|

Traffic Alarm

May 1 19:00~19:15

Inside_Any

Qutside_Any

ANY

0.868KiSec

May 1 18:45~19:00 Inside_Any Qutside_Any ANY 0.513KiSec

May 1 18:30~18:45 Inside_Any Outside_Any ANY 4518KiSec

May 1 04:00~-04:15 Inside_Any Qutside_Any ANY 0.681KiSec

May 1 03:45~04:00 Inside_Any Qutside_Any ANY 1.415KiSec

May 1 03:15~03:30 Inside_Any Outside_Any ANY 0.761KiSec
«Bleartags

Service: Service of the specific connection.
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Time: The start and stop time of the specific connection.

Traffic: Traffic (in Kbytes/Sec) of the specific connection.

Source: Name of the source network of the specific connection.

Destination: Name of the destination network of the specific connection.



Clearing the Traffic Alarm Logs

Step 1. In the Traffic Alarm window, click the Clear Logs button at the bottom of the screen.
Step 2. In the Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel.

Traffic Alarm

=)

S I May 1 19:00~19:15 Outside_Any ANY | 0.858KiSec |
S [ May 118:45~19:00 Inside_Any Outside_Any ANY 513KiSec |
. T May 1 18:30~18:45 Inside_Any Outside_Any ANY 4515K/Sec
& sameame May 1 04:00~04:15 Inside_Any Outside_Any ANY 0.681KiSec
ﬁ May 1 03:45-04:00 Inside_Any Outside_Any ANY 1.415K/Sec
. ide_Any ANY 0.761KiSec |

e
& Contant Fitering \-?/ Do you really want to delete?
~Fwog———
L

| Toetic Nlarm ]

[ BventAlm
~dsumtcs >
R

- 137 -



Downloading the Traffic Alarm Logs

The Administrator can back up traffic alarm logs regularly and download it to a file on the computer.

Step 1. In the Traffic Alarm window, click the Download Logs button on the bottom of the screen.

Step 2. Follow the File Download pop-up box to save the traffic alarm logs into specific directory on
the hard drive.

Traffic Alarm

5-21:00 | inside Any | Outwide Any [ ANY | 0107KiSec |
— ——— N VN 2 YL

ANY 0513KiSec |
ANY | 4515KiSec |
ANY 0681KISec |
R L S ANY 1.415KiSec_ |

7 (e et et b b pismwd Mot | ANY || 0.761KIiSec |
E fomn i dh

Vi have chven ba doverisad @ S Som i leceten

b o how 10 EE 1Y

i ain o ageasrg s 1o o e a

[T ] com | s |

T
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Event Alarm

Entering the Event Alarm window

Click the Event Alarm option below the Alarm menu to enter the Event Alarm window.

Event Alarm

May 1 [Possible ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
20:12:08 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.115 {44:44:44:44:44:48) against
20:11:38  |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.116 {44:44:44:44:44:48) against
20:11:08 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.116 {44:44:44:44:44:48) against
20:10:37 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
20:10:07 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
20:09:39 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.115 {44:44:44:44:44:48) against

g T
e
20:09:09 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.115 {44:44:44:44:44:48) against
20:08:42 |168.95.1.1, recieved 2 packets
ST May 1 Possible ICMP FLOOD from 211.74,97.1156 (44:44:44:44:44:48) against
20:08:09 |168.95.1.1, recieved 2 packets

May 1 Possible ICMP FLOOD from 211.74.97.115 {44:44:44:44:44:48) against
20:07:39 |168.95.1.1, recieved 2 packets

The table in Event Alarm window displays current traffic alarm logs for connections.

B Time: log time.
B Event: event descriptions.
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Clearing Event Alarm Logs

The Administrator may clear on-line logs to keep the most updated logs on the screen.

Step 1. In the Event Alarm window, click the Clear Logs button at the bottom of the screen.
Step 2. In the Clear Logs pop-up box, click OK.

Event Alarm

~Esen . Ewem
— May 1 'ossible ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
&S 20:11:38 [168.95.1.1, recieved 2 packets
& Schedue———— May 1~ |Possible ICMP FLOOD from 211 7457116 (44:44:64:44:44:48) sgainst
o | 20:11:08 -
- Microsoft Internet Explorer [
e
S 2
e — P b 115 (44:44:44:44.:44:48) against
e 7.116 (44:44:44:44:44:48) against
[T A May 1 mslhle iI:MP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
X zo 09: 09 68.95.1.1, recieved 2 packets
m onlblo ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
42 96.1.1, recieved 2 packets
F Mly1 Ecrlsible ICMP FLOOD from 211.74.97.116 (““M““ds‘} against
20:08:09 |168.95.1.1, recieved 2 packets
May 1 ‘ossible ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
| 20:07:39 |168.95.1.1, recieved 2 packets
Ciantogs GomissateR® |
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Downloading the Event Alarm Logs

The Administrator can back up event alarm logs regularly by downloading it to a file on the computer.
Step 1. In the Event Alarm window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up box to save the event alarm logs into specific directory on

the hard drive.

e
i intertace
~dragme
~—Fseice——
o Scheque—
o
e
& Vinuarserver
&g
_F‘
[Tt Aoy
| Eventhlarm |
& stamnes >
sy

Event Alarm

wowtalaming ban 121611

Tt a1 B et s e
T Gizer o bl bty cmerd ke wor
T teatutendd

R s it e g Fo b 03 e

14:44:44:44:48) against

14:44:44:44:48) against

4:&.\1_& Iu_da] ag_ajn;t

l4:44:44:44:48) against

14:44:44:44:48) against

o] com | """Id:u:“:“:d&]agajnst

21:257

| L

£

May 1
21:24:39

95.1.1, recieved 2 packets

LT P
ossible ICMP FLOOD from 211.74.97.116 (44:44:44:44:44:48) against

May 1

21:24:09

86.1.1, recieved 2 packets

‘Eonsihle ICMP FLOOD from 211.74.97.115 (44:44:44:44:44:48) against
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In this chapter, the Administrator queries the 10/100M 2 WAN /4 LAN Multi-Homing Dual WAN
Firewall Router for statistics of packets and data which passes across the Multi-Homing. The
statistics provides the Administrator with information about network traffics and network loads.

What is Statistics

Statistics are the statistics of packets that pass through the Multi-Homing by control policies setup by
the Administrator.

How to use Statistics

The Administrator can get the current network condition from statistics, and use the information
provided by statistics as a basis to mange networks.
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WAN Statistics

WAN Statistics

WAN1 Minute Hour
All External Interface Minute Hour

Day
Day

WAN Statistics

Entering the Statistics window by Time
The Statistics window displays the statistics of network connections (downstream and
upstream as well) by minute, hour, or day.

All External Interface : Displays statistics of WAN 1/2 network connections (downstream
and upstream as well) in a total amount by minute, hour or day.
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Policy Statistics

Entering the Statistics window
Step 1. The Statistics window displays the statistics of current network connections.

B Source: the name of source address.

B Destination: the name of destination address.
B Service: the service requested.

B Action: permit or deny

B Time: viewable by minutes, hours, or days

Policy Statistics
|__source. | nation. | Service [, Action | I
I Inside Any | Outside Any | ANY | PERMIT | Minute Hour Day |
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In this section, the device displays the status information about the Multi-Homing. Status will display
the network information from the Configuration menu. The Administrator may also use Status to
check the DHCP lease time and MAC addresses for computers connected to the Multi-Homing.
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Interface Status

Entering the Interface Status window

Click on Status in the menu bar, then click Interface Status below it. A window will appear providing
information from the Configuration menu. Interface Status will list the settings for LAN Interface,
WAN 1 Interface, and the WAN 2 Interface.

Interface Status

Active Sessions Number: 7
System Uptime

0 Day 17 Hour 34 Min 10 Sec

Forwarding Mode NAT s =)
Current Status — Connecting Connecting
Connection Time — 1:33: 10 1:33: 40
MAC Address A4:44:44 4424447 44:44:44:44:44:48 44:44:44:44:44:49
IP Address 192.168.1.170 211.74.97.115 61.59.238.188
Netmask 255.255.255.0 255255255255 253255255255
Default Gateway — 21174971 61.59.238.1
mMTU 1504 1492 1492
Rx Pkis, Error Pkis 18929, 0 BO67,0 7427,0
Tx Pkis, Error Pkis 18497, 0 5943,0 6374,0
Ping Enahle Enable Enable
WehUl Enahle Enable Enable
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ARP Table

Entering the ARP Table window

Click on Status in the menu bar, then click ARP Table below it. A window will appear displaying a
table with IP addresses and their corresponding MAC addresses. For each computer on the LAN,
WAN 1, and WAN 2 network that replies to an ARP packet, the device will list them in this ARP table.

ARP Table

I 192.168.1.200 | 00:48:54:5C:A9:4F I LAN |

IP Address: The IP address of the host computer
MAC Address: The MAC address of that host computer
Interface: The port that the host computer is connected to (LAN, WAN 1, WAN 2)
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DHCP Clients

Entering the DHCP Clients window

Click on Status in the menu bar, then click on DHCP Clients below it. A window will appear
displaying the table of DHCP clients that are connected to the device. The table will list host
computers on the LAN network that obtain its IP address from the Multi-Homing’s DHCP server

function.

DHCP Clients

192.168.1.3

00:48:54:5¢:7¢:3f

Start I
2002/5/120;7:2 | 2002/5/220:7:2

IP Address: the IP address of theLAN host computer

MAC Address: MAC address of theLAN host computer
Leased Time: The Start and End time of the DHCP lease for theLAN host computer.
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Setup Examples

Example 1:
Example 2:
Example 3:

Example 4:

Allow the LAN network to be able to access the Internet
The LAN network can only access Yahoo.com website
Outside users can access the LAN FTP server through Virtual Servers

Install a server inside the LAN network and have the Internet (WAN 1) users access
the server through IP Mapping------------

Please see the explanation of the examples below:

Example 1:

Allow the LAN network to be able to access the Internet

Step 1 Enter the Outgoing window under the Policy menu.

Step 2 Click the New Entry button on the bottom of the screen.

Step 3 In the Add New Policy window, enter each parameter, then click OK.

Qutgoing

‘W‘ ||Source Address Inside dny *

: - ||Destination Address [outside iy 7]
B h Service i ~
‘W‘ IAction, WAN Port FERMIT, ALL =]

Logaing P Enable
S=———" I !_‘ Statistics ¥ Enable
- Coment Fterng ReRERnE Harn ]
g VitGarServer ||Alarm Threshold 0.0 KBytesiSec

Qutgoing

Inside_Any Outside_ Any ANY Q H " H W
HEEn

i ]
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Example 2: The LAN network can only access Yahoo.com website.
Step 1.Enter the WAN window under the Address menu.
Step 2.Click the New Entry button.

Step 3. In the Add New Address window, enter relating parameters.

|IP Address s
”Netmask Eszssassss

@0 (eanz=h
Step 4. Click OK to end the address table setup.

Step 5. Go to the Outgoing window under the Policy menu.

Step 6. Click the New Entry button.
Step 7. In the Add New Policy window, enter corresponding parameters. Click OK.

Source Address |I Inside_Any 'I

Destination Address ]W'w.yahoo.wm vi
Service ANY j
Action, WAN Port PERMIT, ALL  +|

Logging [C Enable
Statistics [~ Enable
Schedule Mene |

\Alarm Threshold iO-O KBytes/Sec

Step 8. When the following screen appears, the setup is completed.

Inside_Any Outside_Any ANY

Inside_Any www.yahoo.com ANY
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Example 3: Outside users can access the LAN FTP server through Virtual Servers
Step 1. Enter Virtual Server under the Virtual Server menu.

Step 2. Click the ‘click here to configure’ button.

Step 3. Select an WAN 1/2 IP address, then click OK.

Step 4. Click the New Service button on the bottom of the screen.

Step 5. Add the FTP service pointing to the LAN server IP address.

Click OK.

WVirtual Server Real IP 61.59.238.123

Service Name (Port) FTP (21) |

External Service Port 2

Load Balance Server Server Virtual IP
1 Joz168.1.200
2 192.162.1.224
3 |
4 |
@0 (Eancsh
Step 6. A new Virtual Service should appear.
Virtual Server Real [P 6L39.238123

Saerver Virtual IF

' | 1921681200 | gl memss
RITRG il 192.168.1.224 il Romovs,

iz Enry™

Step 7. Go to the Incoming window under the Policy menu, then click on the New Entry button.

Incommg
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Step 8. In the Add New Policy window, set each parameter, then click OK.

Incoming

S T Add:New Policy
& etace Sour;:e Address Ouside_Any =]
B Destination Address |[Viwal Serve: 161 35298123 7]
% Service [FP =]
_F; lAction [PERMIT ]|

Cowwsina Logging I Enable

AT
‘E Statistics I” Enable
| Comentrig ™ ||Schedu|e Tionz =]
T [ptarm Threshold — [fT_ KBytesiSec
~deAEm G (Eandd
s
~dsmE

Step 9. An Incoming FTP policy should now be created.
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Example 4: Install a server inside the LAN network and have the Internet (WAN 1) users access
the server through IP Mapping

Step 1. Enter the Mapped IP window under the Virtual Server menu.

Step 2. Click the New Entry button.

Step 3. In the Add New IP Mapping window, enter each parameter, and then click OK.

WAN IP “61 5938188 e
Map To Virtual IP “192.168.1.201

Step 4. When the following screen appears, the IP Mapping setup is completed.

61.69.238.188

192.168.1.201

rlawEnty®

Step 5.Go to the Incoming window under the Policy menu.
Step 6.Click the New Entry button.

Step 7.In the Add New Policy window, set each parameter, then click OK.

Source Address ]Ou‘sidz_Any -vi

Destination Address || Mapped P5159238.188)  +|

Service ﬁ
Action PERMIT ~
Logging [ Enable
Statistics " Enable

Schedule iNOne 'vi

Alarm Threshold 00 KBytesiSec

@2 (Eanced

Step 8.0pen all the services. (ANY)
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Outside Any

Step 9.The setup is completed.
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