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AboCom Network Security Gateway

High Reliability - Availability - Manageability Network Security Solution

l

i1 V6000 EB#F

e

WAN /1DMZ / 1LAN 10/100/1000M port
Simple, Speed, Security, and Strategy

» Anti-Spam

P Anti-Virus for Mail, FTP, HTTP(Web)
» Mail Backup & Mail Auditing

» In/Out bound Spam & Virus Scan

P Inbound Load Balancing

» Outbound Load Balancing

» IDP

» Zone Defence (Anomaly Flow IP)

» QoS (Bandwidth Management)

» Bandwidth Quota Control

» Multiple Subnet NAT

» Multiple Subnet Routing

» Transparent Mode ( DMZ Port )

» Web Ul(Trad. / Sample Chinese & English)
» Anti Hacker & Blaster Alert

» Firewell & Content Filtering

» Poilcy Access Control & 24x7 Time Schedule
» IM & P2P & URL Blocking

» Anti-Download & Upload for FTP/HTTP

» Authentication for RADIUS/POP3/LDAP

» VPN Gateway (VPN QoS,Hub,Scheduler,Anthenication)
» VPN Load Blance & Backup (VPN Trunk)
» SSL VPN (Web VPN)

» Accounting Report(TOP N)

» MRTG & SNMP Agent/ Trap

» HA (High Availability)

» Web Ul(via Http or Https/SSL)

AboCom Network Security Gateway High Reliability - Availability - Manageability Network Security Solution




IR ERORL R A E R A0S0 Ll

Spoof Domain Z{E ¢

W ATE

Anti-Spam Anti-Virus Gateway SV6000 i3
B 5 R EMEER (Anti-Spam)
HETER: ISR
-J e R '
—

7iEF (Notice)iaRT BB HFIRSERE » HEERERE T SR EENBHEERTHERRE

FHoEIE H B EMail Server » BIAEEEE STAL KR BL (L BIBHE - 1RHELDAP / ADNRSRERZETNAE + I S IB BN {4 NRAREE A K BB H IhAE
SV6000p & #iA9 A T & HERI IR B (4 FERIEER] «

REHRE BB DERHEMail Log) FIBEHEN(EEH / KREL/ 5
RELIR BB TRIAI B -
7% A

BB = AR B T - FLEARE ARG RBE

RIE  WAAEHEERITEFZEHE -

BE
EHEBTHESFHERERYBERFHEGZNGERRTEBEEFFTENR AL X T EE/ MR -
A7
Sffix
RUAIEN (4 B BN 77 AMail Server
M F=i57E (Anti-Virus)
%

#iF S (Clam)

SVB000HEERS B B [a] (52 BH BB E HIE - BALS BXiBI8 (Bayesian Filter) « EEIZTHE - I55094 5 (Finger Printing) ~ ICON Spam([@#2Spam:@i8) I HELL B {ERE T
A
47
Ei#ETE SRS ERIEEY - ErEttGateway / Transparent / Relay Mode » $2{tMail Realy & SMTPZ{E52511H
IE, &gy ﬁifk%l BEBBIs{ER -
SVB000/ 12 B 4 15 (Mail backup) B BE {4 i&4%50$%(Mail Auditing)If)

BETROER (AR BTN B O R E(RBLER » H{EA & REITERERIENNRE (A S H-H#E - SVG000RER &2 BRINBMIBMS - IREHIEIEIGT9.9% » WK

Wy= - BAFERSENEIE M  JER AFEREERC LS EMN T T4 SE RAEK » SV6000 A T HMEE H 5158 T Fl(Auto-Learning) » THEHIEIE EFERF (ER%E » LIEEHRE

W Ef R (Mail baCk_UP)EEB#?E*%E%%(MM Auditing)
%D’f“_‘? BEAS

SV6000r] BENfRRt A" FENER" B¢ - RHIBIREN {4 I8 (DoS)a9FEE
A

&R SR E 2
FIERNIIRAZ ROFE 2E » RIRSPREERFIAIES - SVE000i 2R 4 FRBEE P A ¥ MM (HRIBIRES - HBBMBESX » LEH
» {REEMail Server EFiE(F - AfRDNSEEINEE » IR A /1ME1S(0ut bound) BRI AUL{E(In bound) MR E+ 1FE BB RIASIBIEEIBINEE « B Sz B AR
x4 B (Grey List)
A
iET] 52 SVE000RYfAEAHEINEE
M Inbound Load Balancing

T
FiEMail Realy ESMTPE{SE0:8THAS
Fﬁ%%%ﬁ #BR8$98 (Anti-Phishing) ~ KRB BT EHEEAS

b
TREBIRRTAFERT BT EBEET + T
gk + FIHIEHE SMail « IP{izt « #8155 (Domain)
TRE B (Grey List) » sEBILIEEI T L ENEIB A B 3 X MBIIR BN » E1& LU AT Sc I T hitB BR 1412 BT Rt iR{3

B Outbound Load Balancing
©

© {&FRound Robin

BELUR D RIRE A » JGRIRISTE RAAORAE
SV6000% -+ 4145 B SN EHASNE - fE{Rm S BN IR BRI EIE;P*EZW“‘?E’J%%%&RHK RECEPBRIYAS « @8 Worm) « HEFARRE
© {ERA ERUser

EMail Serverkif&E sl S ITERF + SVE000{BRI{KAIE

° SVB000{R{H 5T 28 RER{F 170N
j IBimEEE
BB REH B EIREIRAB AR (S FE LU ARIR R AT RS A0 £ B B R R AN 7R BT S AR R RS A IR EN AR BEF o IR B (Grey Lis) B T ERHHBESEXEIE K BFE

[ AREE) » 17 BSVE000 R R R {45 Bkl » RIIBABUTA SIS E R ILEREH
SV6000 RIS HIRT B TR RIER FHINEERRTIE » EE —MRAFEENEFRE  BAAHRREFRETHEMNE - EHRISBRRIIREBBIZMET R

£

Hi
12 BH IR A S BIIANE A TE AR B (4 TR AR SR TR EIRBE A R LIRS 32 B (51 - BBRBE (Crey Lishigflf ZEH T & B EBFRRIIREERFHA
FEEIZNITNAE

28 Z & E HH(NAT ~ Routing « Transparent) gMulti-HomingIhgE »
©
B QoS (Bandwidth Management)

Lk EWeighted Round Robin
B &4 fcAuto Mode

B Multiple-net Routing

Z£Z|Mail Serverf&{81&, SV6000& 57 B
A ERFFERAClam AV & SophosF /A= BIBE| 58 + IR Hb T, H S0z B34 (POP3 ~ SMTP) YRS L EEAHTTP(Web) B FTPERISA AYH S + BRtk A RRAEEE

it B L HTTP (Web B FTPRITFERHUR SR » BRI S RSB EAI05E -
SVB000pyEESmart DNS Server » Al 24 B F 5B SETEAISPIZIZ(ADSL « Cable ~ T1+ T3~ E1..) » {R{it#BrowsersiZ|i & S EEE

© FEF§IApplication
SV60004+44 7~ [F #0415 18 & MR R TS + 1R AMax. Bandwidth) RJ{#F 2 8% % 5 {£F55485 (Guaranty Bandwidth) » it R 3% 7 B 558 - (Priority) B2 HE24x7 2 R ARRE
i Y e A TURERBRS A S FE TS VE000 » 4R EEREURAHETH

RAIEE
ﬁ%‘ﬁ)'ﬁ%ﬂ&ﬁ(’ﬁﬁ%ﬁ)ﬁﬂiﬁiﬁﬁﬁ%ﬂﬂﬁf%ﬁE’Jiﬁi“iiﬁmﬁ(%lmv) IREERR 2

Ui
7
ERREE R EAEARME R WERRE S (Alarm) » a]EEi#FhtLog K& BE-mail

F {ETransparent / Routing / NAT= @485 » ifi B A LLEIFSE{E
=

» BEWANE AT IR 7815 (Auto Backup) - B TFaEEREIS :
®
B

122 B g (Multiple Subnet)ThiE » FIETRIEHE(Subnet) A FEZERL = ; 1F

. |5 TR ERRE TR TR AVHERER
1248 - 9B7% - B FEEEAEE : Round Robin / Weighted Round Robin / Auto Back Up  373£DNS Realy BDNS & ZEIf4E + HQAIR FIn-bound & & F@# a0 FRHHE -
Big8i | Session

SV60004Z{H6{EWAN portsT] {FZ T8 B 8 FENEEAR| - ETRT KB TREBEHTHARA - MBEFIRA2BARENRE - JITRBTEREE TEMS -
© stk Traffic

'l A
M High Network Security & Anti Hacker & Content Filtering

BR#% RllService
A+ EERNEE

BHEESE
=
WEpEEEX - RS ZERRNERY ABITEREFIGRA B2 TZXREE

RAETIRE » LUFEEEConnectionBESEIREARTS » 125IQoS - {58 FER & (Bandwidth Quota Control)IH&E » A {f:E#28 B (Per Session)si k& H (Per day)ﬁ%}i}\(“i
AR IE EIR MR R TAE RAL ik (Alarm & Log) » RI{E:iEmailfllEr B A1 HI2E » M5%
B Hacher / Blaster Alert & Blocking

BE
FHEAER R IR - IR BB R TRETREREE A E @B Content Filtering » &
AIETEE REIP / MAC / Groupi) B BB BUR S IR A BRI

Internet Service

AILUFREAEERNR S  REEEREX AR BB A EERER -
EINE HAIDS)AIEE A B 5 U R R FIIPARE -

l Content Filtering(IM & P2P & URL Blockmg)

Inbound Load

Outbound Load
PhHEERES AR » A

SVE0004E it & FEMIS A 8 F & &9 IMB( B 38 &1l (Skype ~ ICQ~ QQ ~ MSN + Yahoo

i
78 FREEHARIBHTTP/FTPACAVEE T #i5 L 18174 » iR HURL Blockingfg ik &
#2388 K Cookie/Pop up/Java Applet/Active X[ 18:8;81H
T

VPN Trunk 238 8 8 T4 E 2T

Messanger..) &z P2P 254425 T &l #7138 (eDonkey ~ BT ~ WinMX..)f01T B8 808 + BRIH
B VPN Gateway & VPN Trunk (VPN Load Balance & Backup)

— AR (FiFEE Port75 3088 » R S B %2R E e Port(1857) /5 70 R (A IMa P2P#x

AboCom Network Security Gateway

Real IP WEB FTP

Mail

Server Server Server Server

(Active)
IM Blocking

LAN
I
E VPN (IPSec / PPTP)2, %1454 - ZDES/3DESH256Bit AESHNREIHEE + EET]

231000 (@358 » WiRHVPN Qos - Scheduler ~ FRITHEEER IR A HETNAE - ThiR(H

URL & Java
MSN - Yahoo messenger
ICQ - QQ - Skype

Up & Download

SV6000
(Standby)

NetCog
R AAEEIE

ﬁ"g

":filg’\;
Log JReport
Alert
Virtual IP MIS
Server Server

cllent

Cllent




B Transparent Mode (DMZ Port)
HABALENS  PEEFMNEBERMEETTENRERESHRE  AAOBTEEAERBRANERIPAL - BEERLRTE - SV60001Z # B §EDMZ Portff
Transparent ModeZ B8, » T F/ANSFAMBREHEERE « R AIARAIPAIET B AFETE + LPug & PlayfEffEl B X RERWBETER - BEEE
F& R A58 -

B MRTG & SNMP Agent / Trap
RMHAIRERALHET 2T FT AR EMENREACE  WHEIEIRERSEILER R LT - ERMHSNVPBIEEIERM@IETEFITHE(TOP N)IhgE + A{EMISTIZEM
Hi— BT BRRRE BARMRIEE « RS (Event Aler) 2 HEEE08%(Log) EIRINEE + BRI ES MR R EHEH E ATHEE » THiR AT HIRE R (EM IR AEEE

W IDP(AEERIBHE)
© FIEHAEAE B LIR M TISRERE . (Signature Databas) 2,900/ L E R WSS, - BEHMERT AT WA TR LFH -
© BEHHEZWE - EHERIZE(RTE)RDoS - DDos% B BHREER AR 75 (88 R fH:E
© TEREMY TASHEEE ) FIAETA P BTSN E AYAtion BEREREY -
© B {#ii@ActiongyiEs, : Pass & Drop ©
© AR ETERE THHERNE,  ELCHRER N -
© 1RME B INE T RIRFTEHINEE - n]J&EFSoure IPE;Destination IP}EBHER#% » LR M A E 4525 (Log) °
© MTREMFEFLLTELEE - Source IP or Destination IPAERIEC#% ~ 15E& 2 FEERAE ~ BRISH AT -

Bl SSL VPN (Web VPN)

ATRETHERESR  BoESTHEEAFERMNGSERR20FMAEAIEE - SSLVPNESERSEF - BITENR2FIAN « LIS HTE TIEEET
BIRTFRY - R WAEFIFPPTP « L2TP « IPSecH A EIIVPN:ER - 28T » PPTP « L2TPENEFAEREE - EHHBAAMEEPARS ; MRS HEEAIPSec VPN »
BT ZRRA R Seer = SVPNERB R BRI L ARREE - BIERFR - BETRE S0 -

SSL VPNENEHHTE TEEIREBERREZEFINEEATE - ZBSSL VPNEFZ 2 FIR £ 2EREBEMENIBIEZERE(Web Browser) » EIFEEIRE
EEFEEE - THRECEBRIEETERRTH/NHEE  FEEEMARETEHEBSHANES | ERASHEINEETER » WATEARR R MR
ERERSMRIBEE | BE LTS ERE GBS EAEIERP RFHEMIEMEE %  BIRTHEREF I ZHLEFIMNRE - EHENR - BMETEER B
ShFEENERREN - FIFRHATH - AFEH  PDA% » EEREERGEEIEEE T AR 2 BIRET o

B Authentication (- #852:3)
M RRREETTRORF 1, AR SEAENMER B B AF il ? LiBsRETha iR EIRE v LIRGIR BB IR E A REERE A A EH Internet {355 {818 HFEE 7 HSV6000
"' AgEData Base ; #7 A F F@REAIRRERIE » BEHEEERSVE000 - EeiFIER » (& AMRRREE « FHaeR S E /M R - B T ABERSRSh »
SV6000[ i8I iR RIRE AIARES 20 POP3 « LDAP ERADIUS E 2171z tRSR M A LiBEEE & RIzEIEA S RERR - iR B HAIRREIS -

B Wake on Lan (i&if "&EE)
HIEABFEE TWake on Lan ; LEINEE + & iBInternet{S SR B RE A AL BIM GEIRIART) - HIBINEERIEVNC « PC Anywhere S8R & EnRERI &8 -
B HA (High Availability) o] € 1B ThEE
A[E—&SV6000:% EMaster » B—&5SV60005% &Standby - MasterfiySV6000% 7 i 5) BAF & BB A HE 58 TE 48 18 8L T Standby £9SV6000 » E MasterfIStandby R & -7Ex
BB ROE(ERRR - iNEMasters (F#[E » Standby &K R A FHMaster® A 2 2R R FHE IR ESEF » R EEE&HPAOE R T & E kg -
OutBound Load Balance &

ARUREIEREREHE O

SSL VPN (Web VPN) & mesw Foowwomv B ) (5 55@TE ex tronctardcom i) P mhcchr

W P PSRN IR 100 -y
s vt S BRI 1P 40 T FCP 11041 . % [re—— Py 124111 28000400)

- x e
FaNER P i m L] L3 33124 230 MVANT)
e T B
J—— - P —
I pe— 7 s B A oy T s ‘ g, InBound Load Balance &
(e I s G s o
mant Ao 2] ZWE e o A "‘?““m 1 $10
wREER - * Nz mixme [ s = i ]
it - 2190111 2004 ot | soims [l - - o e r3a
= S5 e i) ] [ e (1 (5 =
zeno Py L) Lman ) sy com e wt a1 ooy cof . L] - 3 - = = 8 2
i e (it () |© noeraas )
- = 7 fimaTRee P it
© (msvi o avsmaraafE joree B (aE.ens o
ARSETAEES R v B s (e 1w O _FiRzA:E (Authentication)
i TRATEAS AL : IR A T
I tker w1 7 wmosan avow nxasfE
T ¢ oot S0 areEEA TR AR Lt T FanEmmes s Eu e
™ vwaec €4 T e LT e T
T v B9 ot = . e -
PN o ot hrters i Ly TeME T
= SEARLL RIS FLR WA AR E]
| a S, A |
e
vsn T-K e = | HORTAEE Nis EPEA NETLNAREHAN M ZHERB O
= TR I O R
v 10101] T sEERE
oy _ =
ATEHO e S T T s ' PR RO e s (R0 G (Q0S)
3 Mwiiesy [CIT T wive  paw UM TREs

TS jaa) ‘@I oss L IR
O abecwy o] BCLT BT 2w oow

ERHET Lo aan) woae s 20
(TOP N)

ATRE

| 2% e FEAT T [T T
.. i 2
LM [$100] 0898 s s ! BT e BN ke
w5t} wEw o 19ve - FRER. e FHAR:  ones
= BERR.  one BASH- O
v Sarvcs #
. FHER-  Ohee PO Onipe Caied
T-N Ty {0 BAAR-  one BEER- One
| =g | TEnaR 7 AR o FRER: o
= 137.3 } BANR.  oape AKX e
= . FRAR- i FRER . (omor
herrc e, vy con T 1
= - ALY BrER- ke AR o0ren
[ [ - b D g v & i
L8 WHAR -
I b ealatoveye som]. BE ST TR _E e 3 :n ::: e ::
P iangyin [ T T [rops. ¢ [mmm
F msimocmin  sdssssuont - A repsed 5 SR S e mngre i
r . % § BEMR- o s R
- = o I SR - . _om
©omrcoman,  smecescon EHAONE B ]L*

. = B L ————
—" MNE N con Y
e | g5 s - :
" e o a0
s "
T SAT G TEEWMRTAE 1 i
WA : % L DU
o o N (A il | aman [FEE e GO G

[GECET BETAT ERTS)

|

a - T Ry com by ] ™
® maw 1" o ] am o [ 3 et 14 -
o Exs % P M i v ni% ¢ smme@eercnie a 1
e sz P W B % - * piNrabstos oot , = S
[ e nn un " s 3 o o wveQatrmercomtn & = o
g W 10 o o aon = = T s ot o n = : "
R e eom a0 e a s cotrabamar comta 5 5 - ® : w
| | T ; i i @a Pun e
—_— S 10 rawh @y com b = T i
— :
FABER{45E78 (Anti-spam) O L e s » -
13 beowQabermay comiw o o Do

RSB IBRE(Anti-virus) O _




k3 Abo€om
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fEFRENEUI
SEEE
Multi-Languages

HERES 138
Anti-Spam

mEEE
Anti-Virus

L RS

Inbound Load
Balancing

RRENTE
Qutbound Load
Balancing

TR
Bandwidth
Management

B Xt

Firewall Security

RHERL 8RR
VPN

Web Ul {BEREEENE
1R/ SEREFRC / ASREAR 3 Web UIEIENH

-Grey List(fr & 8)

-Auto Learning & Training

-Whitelists & Blacklists & RBL
-SMTP(Inbound / Qutbound)

-POP3(Inbound)

-Personal Rul & & A\ Bi {4 ARt ESI2

-Send Spam Mail Notice to PC Client

- HITEEL {4588 +R 8l (By Header » By Body)
-Support Microsoft Exchange 5.5/ 2000 / 2003 ;
Unix Sendmail / Postfix / Qmail / Exim

-LDAP / AD 1R575358 » = Hi B EE AIRSRINRE

-ClamAVj7#:8855 (No License fee)
-SophosfA&=iBB&8(25 clients free fee by 1st Year)
-SMTP(Inbound / Outbound)

-HTTP

-FTTP

-POP3(Inbound)

-Send Quarantine List

-Free & Auto Update Virus Definitions

-Build in DNS Server
-Round Robin
-Weighted Round Robin

- (Weighted ) Round Robin
-By Application

-By Port

-By Session

-By User

-By Traffic

-Auto Mode

-QoS (Quality of Service)
-Guaranty & Max. Bandwidth
-Priority

-Bandwidth Quota Control

-Transpareni Mode

-Smart NAT & Multiple NAT & PAT

(one to one, one to many, many to many)

-Packet Filter(Policy base access control)

-URL & Component Blocking(Content Filter)

-Policy Access Control by single or Group

-24x7 Time Schedule Management

-Stateful Packet Inspection (SPI)

-Attack (DoS) detected item select

-Attack (DoS) Alert (Email & Log)

-Anti |.M. (Skype - MSN - Yahoo messanger -
ICQ-QQ....)

-Anti P2P (eDonkey - BT - WinMx - KuGoo -

iMesh - MUTE....)

-Anti-UpLoad & DownlLoad for HTTP & FTP

-Site-to-Site / Client-to-Site

-56-bit (DES) & 168-bit (3DES)

-PPTP Server / Client & GRE / IPSec
-KE - SHA-1 , MD5 Authentication
-Support Windows VPN Client

-VPN Load Blance & Backup (VPN Trunk)
-Key management : manual and automated
(AutoKey management via IKE/ISAKMP)
-Authentication : MD5 and SHA-1

-Keep Alive -VPNQos

-VPN HUB -VPN Schedule

-VPN Authentication

-SSL VPN(Web VPN)
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AboCom Network Security Gateway

R TR (R
Network Attack

Protections

BriRRER
Log

FAEEIEEECPU
ECiERE
Memory

FEEE Hard Disk

RS T E

Gigabit Ethernet Interface

Z8§% Form Factor

R~ Dimension
LED 887~

iR Power Supply
1§ Weight
BEERIEE

Environment

e
EMI Certification

FEFRERRY
Application

ENRBF#E Upgrade

FHE

Performance

BB E 1R
Protocols Support

SNMP Management

fREt I Ac %
Statistics

SRR

L

-SYN / ICMP / UDP Flood Threshold

-Ping of Death

-Tear Drop Packet

-Land Attack

-TCP Reset

System Log / Event Log / Mail Log / Incoming
Log / Cutgoing Log / Intruder Log (By Time,
Source, Destination IP, Service)/Mail Backup &
Mail Auditing

Mail Log aT3Rfit 18R / WS {EH At/ £5
HR SRR T ARG

CPU Xeon

-2GB D-RAM

-1GB SDRAM

-250GB

-6 x 10/100/1000Mbps WAN Ports
-1 x 10/100/1000Mbps LAN Port
-1 x 10/100/1000Mbps DMZ Port

2U 19"##228Y(Rack-mount)
43.5(W)x 35.5(D)x 12 (H)cm

Power/Hard Disk LED
WAN X6/ LAN X1/ DMZX1 Port LED

AC 100 ~ 240V , 50/60 HZ
10 Kg

-BEOCto60C
-B[E5 ~ 95% non-condensing

-FCC Class A
-CE Class A

-DDNS & DNS Proxy

-Virtual Server

-Special Internet Application

-Multi-Servers Load Balancing

-Multi-DMZ host (Mapped IP)

-ldle renew DHCP

-Dial-on-Demand, Auto-Disconnect &
Reconnect

-Authentication with POP3 & LDAP & RADIUS

Web Ul

-Concurrent Sessions : 2,000,000

-New Session per Second : 95,000

-Tatal Throughput : Up to 2000Mbps(Full Duplex)
-IDP : 1000Mbps(Full Duplex)

-VPN Tunnels# : 1,000

-VPN DES / 3DES Encryption : 500M / 300Mbps
-Policy# : 20,000

-Http scan : 200Mbps per second

-Spam & Virus : 800,000 Mails per hour

TCP/UDP/IP/HTTP/HTTPS/SMTP/
POP/FTP/TFTP/DNS/BGP /IKE /
L2TP/ PPTP/RIP / SSL

| feIE

Agent & Trap

-Packet Statistic
-MRTG
-Accounting Report (TOP N)

-HA(High Availability)
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