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AboCom Network Security Gateway

High Reliability - Availability - Manageability Network Security Solution
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MHZ2850 5%%%

4WAN / 1DMZ | 1LAN Gigabit port
Internet Access High Availability

P Inbound Load Balancing

» Outbound Load Balancing

» DMZ Port can be change to WAN Port

» Zone Defence (Anomaly Flow IP)

» QoS (Bandwidth Management)

» Bandwidth Quota Control

» Multiple Subnet NAT

» Multiple Subnet Routing

» Transparent Mode (DMZ Port)

» Web Ul(Trad. / Sample Chinese & English)
» Anti Hacker & Blaster Alert

» Firewell & Content Filtering

» Poilcy Access Control & 24x7 Time Schedule
» IM & P2P & URL Blocking

» Anti-Download & Upload for FTP/HTTP

» Authentication for RADIUS/POP3/LDAP

» VPN Gateway (VPN QoS,Hub,Scheduler,Anthenication)
» VPN Load Blance & Backup (VPN Trunk)
» Accounting Report (TOP N)

» MRTG & SNMP Agent/ Trap

P SSL VPN (Web VPN)

> HA (High Availability)

AboCom Network Security Gateway High Reliability - Availability - Manageability Network Security Solution
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Inbound Load Balancing

Virtual IP PC NB Real IP Real IP  Real IP

Server  “®™T Cilient  Client PC Clinet Server PC Client Outbound Load Balancing
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Multi-Languages
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Outbound Load

Balancing
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Bandwidth
Management
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Firewall Security
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Network Attack

Protections
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Web Ul @B EEENE

TR/ SRR / RBREFRSC Web UIBIENTE

-Build in DNS Server
-Round Robin
-Weighted Round Robin

- (Weighted ) Round Robin
-By Application

-By Port

-By Session

-By User

-By Traffic

-Auto Mode

-QoS (Quality of Service)
-Guaranty & Max. Bandwidth
-Priority

-Bandwidth Quota Control

-Transparent Mode

-Smart NAT & Multiple NAT & PAT

(one to one, one to many, many to many)

-Virtual Server & IP Mapping

-Packet Filter(Policy base access control)

-URL & Component Blocking(Content Filter)

-Policy Access Control by single or Group

-24x7 Time Schedule Management

-Stateful Packet Inspection (SPI)

-Attack (DoS) detected item select

-Attack (DoS) Alert (Email & Log)

-Anti |.M. (Skype - MSN - Yahoo messanger -
Google Talk -~ ICQ -~ QQ...)

-Anti P2P (eDonkey - BT - WinMx - KuGoo -

iMesh ~ MUTE....)

-Anti-UpLoad & DownlLoad for HTTP & FTP

-SYN / ICMP / UDP Flood Threshold
-Ping of Death

-Tear Drop

-Land Attack

-Site-to-Site / Client-to-Site

-56-bit (DES) & 168-bit (SDES)

-PPTP Server / Client & GRE / IPSec
-IKE » SHA-1 , MD5 Authentication
-Support Windows VPN Client

-\VVPN Load Blance & Backup (VPN Trunk)
-Key management : manual and automated
(AutoKey management via IKE/ISAKMP)
-Authentication : MD5 and SHA-1

-Keep Alive -VPNQos

-VPN HUB -VPN Schedule

-VPN Authentication

-SSL VPN(Web VPN)

System Log / Event Log / Incoming Log /

Outgoing Log / Intruder Log / (By Time, Source,

Destination IP, Service)
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M TEL : 02-8912-1658

FAX : 02-8912-1858
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Memory

#@Eam
Ethernet Interface

Console Port
284 Form Factor
JFR<} Dimension

LED &R

&R Power Supply
E= 18 Weight
BIEEREE

Environment

RIRRE
EMI Certification

fEF %R
Application

§7#87+# Upgrade

By

Performance

BEHBERE
Protocols Support

SNMP Management

b g R g i ok v
Statistics
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CPU Intel Celeron-D 2.8G Hz

-128MB Flash Memory
-256MB SDRAM

-4 x 10/100/1000Mbps Gigabit WAN Ports

-1 x 10/100/1000Mbps Gigabit LAN Port
-1 x 10/100/1000Mbps Gigabit DMZ Port

RS-232 Port
1U 19"#82288 (Rack-mount)
43.5 (W) x 35.5 (D) x 4.5 (H) cm

Power LED,
WAN X4 /LAN X1/ DMZX1 Port LED

AC 100 ~ 240V , 50/60 HZ
4 Kg

-BE0Cto60C
-&[E5 ~ 95% non-condensing

-FCC Class A
-CE Class A

-DDNS & DNS Proxy

-Virtual Server

-Special Internet Application

-Multi-Servers Load Balancing

-Multi-DMZ host (Mapped IP)

-Idle renew DHCP

-Dial-on-Demand, Auto-Disconnect &
Reconnect

-Authentication with PoP3 & LDAP & RADIUS

Web Ul

-Concurrent Sessions : 582,000

-New Session per Second : 40,000

-VPN IPSec : up to 300Mbps (Full Duplex)
-VPN Tunnels : 1,000

-Policy Access Control : 2,500

-Total throughput up to 1000Mbps (Full Duplex)

TCP/UDP/IP/HTTP/HTTPS / SMTP /
POP/ FTP/TFTP/ DNS / BGP/ IKE / Telnet
L2TP/ PPTP/ RIP/ RIP v2 / OSPF / H.323

Agent & Trap

-Packet Statistic
-MRTG
-Accounting Report (TOP N)

-HA(High Availability)
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